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1.0 Introduction 

1.1 This Attachment sets forth terms and conditions for nondiscriminatory access to Operations Support Systems (OSS) 
“functions” to CLEC for pre-ordering, ordering, provisioning, maintenance/repair, and billing provided by AT&T-
22STATE.  CLEC represents and covenants that it will only use OSS furnished pursuant to this Agreement for 
activities related to 251(c)(3) UNEs (as provided in Attachment 13 - 251(c)(3) UNEs, resold services, or other 
services covered by this Interconnection Agreement ICA Service(s)). 

1.2 Should AT&T-22STATE no longer be obligated to provide a 251(c)(3) UNE or other ICA Service under the terms of 
this Agreement, AT&T-22STATE shall no longer be obligated to offer access and use of OSS for that ICA Service. 

2.0 Definitions  

2.1 “Service Bureau Provider (SBP)” means a company which has been engaged by a CLEC to act on its behalf for 
purposes of accessing AT&T-22STATE OSS application-to-application interfaces via a dedicated connection over 
which multiple CLEC’s local service transactions are transported.   

3.0 General Provisions 

3.1 AT&T-22STATE’s OSS are comprised of systems and processes that are in some cases region-specific (hereinafter 
referred to as “Regional OSS”).  Regional OSS is available only in the regions where such systems and processes 
are currently operational. 

3.2 AT&T-22STATE will provide electronic access to OSS via web-based GUIs and application-to-application interfaces.  
These GUIs and interfaces will allow CLEC to perform pre-order, order, provisioning, maintenance and repair 
functions.  AT&T-22STATE will follow industry guidelines and the Change Management Process (CMP) in the 
development of these interfaces. 

3.3 AT&T-22STATE will provide all relevant documentation (manuals, user guides, specifications, etc.) regarding 
business rules and other formatting information, as well as practices and procedures, necessary to handle OSS 
related requests.  All relevant documentation will be readily accessible at AT&T’s CLEC Online website.  
Documentation may be amended by AT&T-22STATE in its sole discretion from time to time.  All Parties agree to 
abide by the procedures contained in the then-current documentation. 

3.4 AT&T-22STATE’s OSS are designed to accommodate requests for both current and projected demands of CLEC 
and other CLECs in the aggregate.   

3.5 CLEC shall advise AT&T-22STATE no less than seven (7) Business Days in advance of any anticipated ordering 
volumes above CLEC’s normal average daily volumes. 

3.6 It is the sole responsibility of CLEC to obtain the technical capability to access and utilize AT&T-22STATE’s OSS 
interfaces.  All hardware and software requirements for the applicable AT&T-22STATE Regional OSS are specified 
on AT&T’s CLEC Online website.   

3.7 CLEC must access the AT&T-22STATE OSS interfaces as indicated in the connectivity specifications and methods 
set forth on AT&T’s CLEC Online website.   

3.8 Prior to initial use of AT&T-22STATE’s Regional OSS, CLEC shall attend and participate in implementation meetings 
to discuss CLEC access plans in detail and schedule testing.   

3.9 The technical support function of electronic OSS interfaces can be accessed via the AT&T CLEC Online website.  
CLEC will also provide a single point of contact for technical issues related to CLEC’s use of AT&T-22STATE’s 
electronic interfaces. 
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3.10 CLEC agrees that there may be Resale service and 251(c)(3) UNEs available on a regional basis and that such 
regional offering may only be ordered where they are made available in accordance with Resale or 251(c)(3)UNE 
Attachments.  Moreover, CLEC shall not be permitted to order ICA Services unless CLEC has a right, under this 
Agreement, to order such service.   

3.11 AT&T-22STATE shall provide nondiscriminatory access to OSS processes.  When OSS processes are not available 
electronically, AT&T-22STATE shall make manual processes available.   

3.12 The Parties agree that a collaborative CMP will be used to manage changes to existing interfaces, introduction of 
new interfaces and retirement of interfaces.  The CMP will cover changes to AT&T-22STATE’s electronic interfaces, 
AT&T-22STATE’s CLEC testing environment, associated manual process improvements, and relevant 
documentation.  The process will define a procedure for resolution of CMP disputes.   

3.13 Due to enhancements and on-going development of access to AT&T-22STATE CLEC OSS functions, certain 
interfaces may be modified, may be temporarily unavailable, or may be phased out after execution of this Agreement.  
AT&T-22STATE shall provide proper notice of interface phase-out in accordance with CMP.   

3.14 The Parties agree to provide one another with toll-free contact numbers for the purpose of addressing ordering, 
provisioning and maintenance of services issues.  Contact numbers for maintenance/repair of services shall be 
staffed twenty-four (24) hours per day, seven (7) days per week.   

3.15 Proper Use of OSS Interfaces 

3.15.1 CLEC shall use AT&T-22STATE electronic interfaces, as described herein, exclusively for the purposes 
specifically provided herein.  In addition, CLEC agrees that such use will comply with AT&T-22STATE’s 
Data Connection Security Requirements as identified in Section 9.0 below of this Attachment.  Failure to 
comply with the requirements of this Attachment, including such security guidelines, may result in forfeiture 
of electronic access to OSS functionality.  In addition, CLEC shall be responsible for and indemnifies AT&T-
22STATE against any cost, expense or liability relating to any unauthorized entry or access into, or use or 
manipulation of AT&T-22STATE’s OSS from CLEC systems, workstations or terminals or by CLEC 
employees, agents, or any Third Party gaining access through information and/or facilities obtained from or 
utilized by CLEC and shall pay AT&T-22STATE for any and all damages caused by such unauthorized 
entry. 

3.15.2 CLEC’s access to pre-order functions will only be used to view Customer Proprietary Network Information 
(CPNI) of another carrier’s End User where CLEC has obtained an authorization from the End User for 
release of CPNI.   

3.15.2.1 CLEC must maintain records of individual End Users’ authorizations for change in local 
Exchange Service and release of CPNI which adhere to all requirements of state and federal 
law, as applicable. 

3.15.2.2 CLEC is solely responsible for determining whether proper authorization has been obtained and 
holds AT&T-22STATE harmless from any loss on account of CLEC’s failure to obtain proper 
CPNI consent from an End User.  The Parties agree not to view, copy, or otherwise obtain 
access to the customer record information about any other carriers’ End Users without proper 
permission.  CLEC will obtain access to End User customer record information only in strict 
compliance with applicable laws, rules, or regulations of the state in which the service is 
provided.   

3.15.3 AT&T-22STATE shall be free to connect an End User to any CLEC based upon that CLEC’s request and 
that CLEC’s assurance that proper End User authorization has been obtained.  CLEC shall make any such 
authorization it has obtained available to AT&T-22STATE upon request and at no charge. 
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3.15.4 By using electronic interfaces to access OSS functions, CLEC agrees to perform accurate and correct 
ordering of ICA Services.  CLEC is also responsible for all actions of its employees using any of AT&T-
22STATE’s OSS.  As such, CLEC agrees to accept and pay all reasonable costs or expenses, including 
labor costs, incurred by AT&T-22STATE caused by any and all inaccurate ordering or usage of the OSS, if 
such costs are not already recovered through other charges assessed by AT&T-22STATE to CLEC.  In 
addition, CLEC agrees to indemnify and hold AT&T-22STATE harmless against any claim made by an End 
User of CLEC or Third Parties against AT&T-22STATE caused by or related to CLEC’s use of any AT&T-
22STATE OSS. 

3.15.5 In the event AT&T-22STATE has good cause to believe that CLEC has used AT&T-22STATE OSS in a 
way that conflicts with this Agreement or Applicable Law, AT&T-22STATE shall give CLEC written Notice 
describing the alleged misuse (“Notice of Misuse”).  CLEC shall immediately refrain from the alleged misuse 
until such time that CLEC responds in writing to the Notice of Misuse, which CLEC shall provide to AT&T-
22STATE within twenty (20) calendar days after receipt of the Notice of Misuse.  In the event CLEC agrees 
with the allegation of misuse, CLEC shall refrain from the alleged misuse during the term of this Agreement.   

3.15.6 In the event CLEC does not respond to the Notice of Misuse or does not agree that the CLEC’s use of 
AT&T-22STATE OSS is inconsistent with this Agreement or Applicable Law, then the Parties agree to the 
following steps: 

3.15.6.1 If such misuse involves improper access of pre-order applications or involves a violation of the 
security guidelines contained herein, or negatively affects another OSS user’s ability to use OSS, 
CLEC shall continue to refrain from using the particular OSS functionality in the manner alleged 
by AT&T-22STATE to be improper, until CLEC has implemented a mutually agreeable remedy 
to the alleged misuse. 

3.15.6.2 To remedy the misuse for the balance of the Agreement, the Parties will work together as 
necessary to mutually determine a permanent resolution for the balance of the term of the 
Agreement.   

3.16 In order to determine whether CLEC has engaged in the alleged misuse described in the Notice of Misuse, AT&T-
22STATE shall have the right to conduct an audit of CLEC’s use of the AT&T-22STATE OSS.  Such audit shall be 
limited to auditing those aspects of CLEC’s use of the AT&T-22STATE OSS that relate to the allegation of misuse as 
set forth in the Notice of Misuse.  AT&T-22STATE shall give ten (10) calendar days advance written Notice of its 
intent to audit CLEC (“Audit Notice”) under this Section, and shall identify the type of information needed for the audit.  
Such Audit Notice may not precede the Notice of Misuse.  Within a reasonable time following the Audit Notice, but no 
less than fourteen (14) calendar days after the date of the Audit Notice (unless otherwise agreed by the Parties), 
CLEC shall provide AT&T-22STATE with access to the requested information in any reasonably requested format, at 
an appropriate CLEC location, unless otherwise agreed to by the Parties.  The audit shall be at AT&T-22STATE’s 
expense.  All information obtained through such an audit shall be deemed proprietary and/or confidential and subject 
to confidential treatment without necessity for marking such information confidential.  AT&T-22STATE agrees that it 
shall only use employees or outside parties to conduct the audit who do not have marketing, strategic analysis, 
competitive assessment or similar responsibilities within AT&T-22STATE.  If CLEC fails to cooperate in the audit, 
AT&T-22STATE reserves the right to terminate CLEC’s access to electronic processes. 

4.0 Pre-Ordering 

4.1 AT&T-22STATE Regional OSS are available in order that CLEC can perform the pre-ordering functions for ICA 
Services, including but not limited to:  

4.1.1 Service address validation 

4.1.2 Telephone number selection 
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4.1.3 Service and feature availability 

4.1.4 Due date information 

4.1.5 Customer service information  

4.1.6 Loop makeup information  

4.2 Complete Regional OSS pre-order functions may be found on AT&T’s CLEC Online website. 

4.3 CLEC shall provide AT&T-22STATE with access to End User record information, including circuit numbers 
associated with each telephone number where applicable.  CLEC shall provide such information within four (4) hours 
after requested via electronic access where available.  If electronic access is not available, CLEC shall provide to 
AT&T-22STATE paper copies of End User record information, including circuit numbers associated with each 
telephone number where applicable.  CLEC shall provide such End User service records within twenty-four (24) 
hours of a valid request, exclusive of Saturdays, Sundays and holidays.   

4.4 Data validation files provided are described on the AT&T CLEC Online website.  These files provide an alternate 
method of acquiring pre-ordering information that is considered relatively static and are available via the pre-order 
GUI, AT&T’s CLEC Online website, or other distribution methods.   

5.0 Ordering  

5.1 AT&T-22STATE will provide ordering functionality.  To order any ICA Services CLEC will format a Local Service 
Request (LSR) to identify the features, services or elements CLEC is requesting AT&T-22STATE to provision in 
accordance with applicable AT&T-22STATE ordering requirements and other terms and conditions of this 
Agreement.  Ordering requirements are located on AT&T’s CLEC Online website.   

5.2 In ordering and provisioning, Unbundled Dedicated Transport (UDT) and local Interconnection trunks, CLEC and 
AT&T-22STATE will use industry Access Service Request (ASR) guidelines, based upon AT&T-22STATE ordering 
requirements.  AT&T-22STATE’s ASR guidelines are located on AT&T’s CLEC Online website. 

5.3 AT&T-22STATE product/service intervals are located on AT&T’s CLEC Online website.   

5.4 AT&T-22STATE shall return a Firm Order Confirmation (FOC) in accordance with the applicable performance 
intervals.  CLEC shall provide to AT&T-22STATE an FOC per the guidelines located on AT&T’s CLEC Online 
website. 

5.5 When an AT&T-22STATE provided ICA Service is replaced by CLEC’s facility-based service using any AT&T-
22STATE provided ICA Services, CLEC shall issue appropriate service requests, to both disconnect the existing 
service and order ICA Services.  These requests will be processed by AT&T-22STATE, and CLEC will be charged 
the applicable service order charge(s), in addition to the recurring and nonrecurring charges for each individual ICA 
Service and cross-connect ordered.  Similarly, when an End User is served by one CLEC using AT&T-22STATE 
provided ICA Services is converted to another CLEC’s service using any AT&T-22STATE provided ICA Services, the 
requesting CLEC shall issue appropriate service requests to both disconnect the existing service and connect new 
service to the requesting CLEC End User.  These requests will be processed by AT&T-22STATE and the CLEC will 
be charged the applicable service order charge(s), in addition to the recurring and nonrecurring charges for each 
individual ICA Service and cross-connect ordered. 

5.6 AT&T-22STATE shall bill to CLEC an LSR charge and/or appropriate service order charges based on the manner in 
which the order is submitted (e.g. manually, semi-mechanized, mechanized) at the rate set forth in the applicable 
Pricing Schedule, and/or applicable tariffs, price list or service guides to this Agreement for each LSR submitted.  An 
individual LSR will be identified for billing purposes by its Purchase Order Number (PON).   
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5.7 The Commissions, in some states, have ordered per element manual additive nonrecurring charges for ICA Services 
ordered by means other than one of the interactive interfaces (“Additional Charges”).  Additional Charges shall 
charges will apply in these states as set forth in the applicable Pricing Schedule, and/or applicable tariffs, price list or 
service guides.   

6.0 Provisioning 

6.1 AT&T-22STATE will provide to CLEC nondiscriminatory provisioning of ICA Services.  Access to order status and 
provisioning order status is available via the regional pre-ordering and ordering GUIs, AT&T’s CLEC Online website, 
and application-to-application interfaces.   

6.2 AT&T-22STATE shall provision services during its regular working hours.  To the extent CLEC requests provisioning 
of service to be performed outside AT&T-22STATE’s regular working hours, or the work so requested requires 
AT&T-22STATE’s technicians or project managers to work outside of regular working hours, AT&T-22STATE will 
assess overtime charges set forth in the Pricing Schedule/AT&T-22STATE’s intrastate Access Services Tariff.   

6.3 In the event AT&T-22STATE must dispatch to the End User’s location more than once for provisioning of ICA 
Services due to incorrect or incomplete information provided by CLEC (e.g., incomplete address, incorrect contact 
name/number, etc.), AT&T-22STATE will bill CLEC for each additional dispatch required to provision the circuit due 
to the incorrect/incomplete information provided.  AT&T-22STATE will assess the Maintenance of Service 
Charge/Trouble Determination Charge/Trouble Location Charge/Time and Material Charges/Additional Labor 
Charges from the applicable Pricing Schedule, and/or applicable tariffs, price list or service guides.   

6.4 Cancellation Charges: 

6.4.1 If CLEC cancels an order for ICA Services subsequent to AT&T-22STATE’s generation of a service order, 
any costs incurred by AT&T-22STATE in conjunction with provisioning of services as requested on the 
cancelled LSR will be recovered in accordance with the cancellation methodology set forth in the 
Cancellation Charge Percentage Chart found on AT&T’s CLEC Online website.  In addition, AT&T-
22STATE reserves the right to assess cancellation charges if CLEC fails to respond within nine (9) 
Business Days to a Missed Appointment order notification.   

6.4.1.1 Notwithstanding the foregoing, if CLEC places an LSR based upon AT&T-22STATE’s loop 
makeup information, and such information is inaccurate resulting in the inability of AT&T-
22STATE to provision the ICA Services requested and another spare compatible facility cannot 
be found with the transmission characteristics of the ICA Services originally requested, 
cancellation charges shall not apply.  Where CLEC places a single LSR for multiple ICA Services 
based upon loop makeup information, and information as to some, but not all, of the ICA 
Services is inaccurate, if AT&T-22STATE cannot provision the ICA Services that were the 
subject of the inaccurate loop makeup information, CLEC may cancel its request for those ICA 
Services without incurring cancellation charges.  In such instance, should CLEC elect to cancel 
the entire LSR, cancellation charges as shall apply to those ICA Services that were not the 
subject of inaccurate loop makeup.   

6.5 Expedite Charges:  

6.5.1 For Expedite requests by CLEC, charges from the Pricing Schedule or Connecticut Access Service Tariff 
will apply for intervals less than the standard interval as outlined on the AT&T CLEC Online website.   

6.6 Order Modification Charges: 

6.6.1 If CLEC modifies an order after being sent a FOC from AT&T-22STATE, the Order Modification Charge 
(OMC) or Order Modification Charge Additional Dispatch (OMCAD) will be accessed from the Pricing 
Schedule as applicable.   
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7.0 Maintenance/Repair  

7.1 AT&T-22STATE will provide CLEC with access to electronic interfaces for the purpose of reporting and monitoring 
trouble.   

7.2 The methods and procedures for trouble reporting outlined on the AT&T CLEC Online website shall be used.   

7.3 AT&T-22STATE will maintain, repair and/or replace ICA Services in accordance with the FCC requirements and 
applicable tariffs.   

7.4 CLEC shall make available at mutually agreeable times the 251(c)(3) UNEs provided pursuant to this Agreement in 
order to permit AT&T-22STATE to test and make adjustments appropriate for maintaining the 251(c)(3) UNEs in 
satisfactory operating condition.  No credit will be allowed for any interruptions involved during such testing and 
adjustments.   

7.5 Neither CLEC or its End Users shall rearrange, move, disconnect, remove or attempt to repair any facilities owned by 
AT&T-22STATE except with the prior written consent of AT&T-22STATE.   

7.6 CLEC will be responsible for testing and isolating troubles on ICA Services.  CLEC must test and isolate trouble to 
the AT&T-22STATE network before reporting the trouble to the Maintenance Center.  Upon request from AT&T-
22STATE at the time of the trouble report, CLEC will be required to provide the results of the CLEC test isolating the 
trouble to the AT&T-22STATE network.   

7.7 For all ICA Services repair requests, CLEC shall adhere to AT&T-22STATE’s prescreening guidelines prior to 
referring the trouble to AT&T-22STATE.   

7.8 CLEC will contact the appropriate AT&T-22STATE repair centers in accordance with procedures established by 
AT&T-22STATE. 

7.9 AT&T-22STATE reserves the right to contact CLEC’s End Users, if deemed necessary, for provisioning or 
maintenance purposes.   

7.10 Repair requests are billed in accordance with the provisions of this Agreement.  If CLEC reports a trouble on a 
AT&T-22STATE ICA Service and no trouble is found in AT&T-22STATE’s network, AT&T-22STATE will charge 
CLEC a Maintenance of Service Charge/Trouble Determination Charge/Trouble Location Charge/Time and Material 
Charges/Additional Labor Charges for any dispatching and testing (both inside and outside the Central Office) 
required by AT&T-22STATE in order to confirm the working status.  AT&T-22STATE will assess these charges at 
the rates set forth in the Pricing Schedule and/or applicable tariffs. 

7.11 In the event AT&T-22STATE must dispatch to an End User’s location more than once for repair or maintenance of 
ICA Services due to incorrect or incomplete information provided by CLEC (e.g., incomplete address, incorrect 
contact name/number, etc.), AT&T-22STATE will bill CLEC for each additional dispatch required to repair the circuit 
due to the incorrect/incomplete information provided.  AT&T-22STATE will assess the Maintenance of Service 
Charge/Trouble Determination Charge/Trouble Location Charge/Time and Material Charges/Additional Labor 
Charges at the rates set forth in the Pricing Schedule.   

7.12 CLEC shall pay Time and Material charges when AT&T-22STATE dispatches personnel and the trouble is in 
equipment or communications systems provided an entity by other than AT&T-22STATE or in detariffed CPE 
provided by AT&T-22STATE, unless covered under a separate maintenance agreement. 

7.13 CLEC shall pay Maintenance of Service charges when the trouble clearance did not otherwise require dispatch, but 
dispatch was requested for repair verification or cooperative testing, and the circuit did not exceed maintenance 
limits.   
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7.14 If CLEC issues a trouble report allowing AT&T-22STATE access to End User's premises and AT&T-22STATE 
personnel are dispatched but denied access to the premises, then Time and Material charges will apply for the period 
of time that AT&T-22STATE personnel are dispatched.  Subsequently, if AT&T-22STATE personnel are allowed 
access to the premises, these charges will still apply.   

7.15 Time and Material charges apply on a first and additional basis for each half-hour or fraction thereof.  If more than 
one technician is dispatched in conjunction with the same trouble report, the total time for all technicians dispatched 
will be aggregated prior to the distribution of time between the “First Half Hour or Fraction Thereof” and “Each 
Additional Half Hour or Fraction Thereof” rate categories.  Basic Time is work-related efforts of AT&T-22STATE 
performed during normally scheduled working hours on a normally scheduled workday.  Overtime is work-related 
efforts of AT&T-22STATE performed on a normally scheduled workday, but outside of normally scheduled working 
hours.  Premium Time is work related efforts of AT&T-22STATE performed other than on a normally scheduled 
workday. 

7.15.1 If CLEC requests or approves an AT&T-22STATE technician to perform services in excess of or not 
otherwise contemplated by the nonrecurring charges herein, CLEC will pay Time and Material charges for 
any additional work to perform such services, including requests for installation or other work outside of 
normally scheduled working hours.   

8.0 Billing  

8.1 AT&T-22STATE will provide to CLEC nondiscriminatory access to associated billing information as necessary to 
allow CLEC to perform billing functions.   

8.1.1 The charges for bill data are dependent upon the manner in which such bill data is delivered to CLEC. 

8.1.1.1 CLEC agrees to pay the applicable rates set forth in the Pricing Schedule.   

9.0 Data Connection Security Requirements  

9.1 CLEC agrees to comply with AT&T-22STATE data connection security procedures, including but not limited to 
procedures on joint security requirements, information security, user identification and authentication, network 
monitoring, and software integrity.  These procedures are set forth on the AT&TCLEC Online website. 

9.2 CLEC agrees that interconnection of CLEC data facilities with AT&T-22STATE data facilities for access to OSS will 
be in compliance with AT&T-22STATE’s “Competitive Local Exchange Carrier (CLEC) Operations Support System 
Interconnection Procedures” document current at the time of initial connection to AT&T-22STATE and available on 
the AT&T CLEC Online website.   

9.3 Joint Security Requirements: 

9.3.1 Both Parties will maintain accurate and auditable records that monitor user authentication and machine 
integrity and confidentiality (e.g., password assignment and aging, chronological logs configured, system 
accounting data, etc.). 

9.3.2 Both Parties shall maintain accurate and complete records detailing the individual data connections and 
systems to which they have granted the other Party access or interface privileges.  These records will 
include, but are not limited to, user ID assignment, user request records, system configuration, time limits of 
user access or system interfaces.  These records should be kept until the termination of this Agreement or 
the termination of the requested access by the identified individual.  Either Party may initiate a compliance 
review of the connection records to verify that only the agreed to connections are in place and that the 
connection records are accurate. 
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9.3.3 CLEC shall immediately notify AT&T-22STATE when an employee user ID is no longer valid (e.g. employee 
termination or movement to another department). 

9.3.4 The Parties shall use an industry standard virus detection software program at all times.  The Parties shall 
immediately advise each other by telephone upon actual knowledge that a virus or other malicious code has 
been transmitted to the other Party. 

9.3.5 All physical access to equipment and services required to transmit data will be in secured locations.  
Verification of authorization will be required for access to all such secured locations.  A secured location is 
where walls and doors are constructed and arranged to serve as barriers and to provide uniform protection 
for all equipment used in the data connections which are made as a result of the user’s access to either the 
CLEC’s or AT&T-22STATE’s network.  At a minimum, this shall include access doors equipped with card 
reader control or an equivalent authentication procedure and/or device, and egress doors which generate a 
real-time alarm when opened and which are equipped with tamper resistant and panic hardware as required 
to meet building and safety standards. 

9.3.6 The Parties shall maintain accurate and complete records on the card access system or lock and key 
administration to the rooms housing the equipment utilized to make the connection(s) to the other Party’s 
network.  These records will include management of card or key issue, activation or distribution and 
deactivation. 

9.4 Additional Responsibilities of the Parties: 

9.4.1 Modem/DSU Maintenance And Use Policy:  

9.4.1.1 To the extent the access provided hereunder involves the support and maintenance of CLEC 
equipment on AT&T-22STATE’s premises, such maintenance will be provided under the terms 
of the “Competitive Local Exchange Carrier (CLEC) Operations Support System Interconnection 
Procedures” document cited in Section 9.2 above.   

9.4.2 Monitoring:  

9.4.2.1 Each Party will monitor its own network relating to any user's access to the Party’s networks, 
processing systems, and applications.  This information may be collected, retained, and 
analyzed to identify potential security risks without notice.  This information may include, but is 
not limited to, trace files, statistics, network addresses, and the actual data or screens accessed 
or transferred. 

9.4.3 Each Party shall notify the other Party’s security organization immediately upon initial discovery of actual or 
suspected unauthorized access to, misuse of, or other “at risk” conditions regarding the identified data 
facilities or information.  Each Party shall provide a specified point of contact.  If either Party suspects 
unauthorized or inappropriate access, the Parties shall work together to isolate and resolve the problem. 

9.4.4 In the event that one (1) Party identifies inconsistencies or lapses in the other Party’s adherence to the 
security provisions described herein, or a discrepancy is found, documented, and delivered to the non-
complying Party, a corrective action plan to address the identified vulnerabilities must be provided by the 
non-complying Party within thirty (30) calendar days of the date of the identified inconsistency.  The 
corrective action plan must identify what will be done, the Party accountable/responsible, and the proposed 
compliance date.  The non-complying Party must provide periodic status reports (minimally monthly) to the 
other Party's security organization on the implementation of the corrective action plan in order to track the 
work to completion. 
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9.4.5 In the event there are technological constraints or situations where either Party’s corporate security 
requirements cannot be met, the Parties will institute mutually agreed upon alternative security controls and 
safeguards to mitigate risks.   

9.4.6 All network-related problems will be managed to resolution by the respective organizations, CLEC or AT&T-
22STATE, as appropriate to the ownership of a failed component.  As necessary, CLEC and AT&T-
22STATE will work together to resolve problems where the responsibility of either Party is not easily 
identified.   

9.5 Information Security Policies And Guidelines For Access To Computers, Networks and Information By Non-Employee 
Personnel: 

9.5.1 Information security policies and guidelines are designed to protect the integrity, confidentiality and 
availability of computer, networks and information resources.  Section 9.6 below through Section 9.12 below 
inclusive summarizes the general policies and principles for individuals who are not employees of the Party 
that provides the computer, network or information, but have authorized access to that Party’s systems, 
networks or information.  Questions should be referred to CLEC or AT&T-22STATE, respectively, as the 
providers of the computer, network or information in question. 

9.5.2 It is each Party’s responsibility to notify its employees, contractors and vendors who will have access to the 
other Party’s network, on the proper security responsibilities identified within this Attachment.  Adherence to 
these policies is a requirement for continued access to the other Party’s systems, networks or information.  
Exceptions to the policies must be requested in writing and approved by the other Party’s information 
security organization.   

9.6 General Policies: 

9.6.1 Each Party’s resources are for approved this Agreement’s business purposes only.   

9.6.2 Each Party may exercise at any time its right to inspect, record, and/or remove all information contained in 
its systems, and take appropriate action should unauthorized or improper usage be discovered. 

9.6.3 Individuals will only be given access to resources that they are authorized to receive and which they need to 
perform their job duties.  Users must not attempt to access resources for which they are not authorized.   

9.6.4 Authorized users shall not develop, copy or use any program or code which circumvents or bypasses 
system security or privilege mechanism or distorts accountability or audit mechanisms.   

9.6.5 Actual or suspected unauthorized access events must be reported immediately to each Party’s security 
organization or to an alternate contact identified by that Party.  Each Party shall provide its respective 
security contact information to the other. 

9.7 User Identification:  

9.7.1 Access to each Party’s corporate resources will be based on identifying and authenticating individual users 
in order to maintain clear and personal accountability for each user’s actions.   

9.7.2 User identification shall be accomplished by the assignment of a unique, permanent user ID, and each user 
ID shall have an associated identification number for security purposes.   

9.7.3 User IDs will be revalidated on a monthly basis.   

9.8 User Authentication: 

9.8.1 Users will usually be authenticated by use of a password.  Strong authentication methods (e.g.  one-time 
passwords, digital signatures, etc.) may be required in the future.   



  Attachment 07 – Operations Support Systems/AT&T-22STATE 
 Page 12 of 14 

<<customer_short_name>> 
 Version:  3Q08 – CLEC ICA 07/01/08 

 

Exhibit C 

9.8.2 Passwords must not be stored in script files.   

9.8.3 Passwords must be entered by the user.   

9.8.4 Passwords must be at least six (6) to eight (8) characters in length, not blank or a repeat of the user ID; 
contain at least one (1) letter, and at least one (1) number or special character must be in a position other 
than the first or last position.  This format will ensure that the password is hard to guess.  Most systems are 
capable of being configured to automatically enforce these requirements.  Where a system does not 
mechanically require this format, the users must manually follow the format.   

9.8.5 Systems will require users to change their passwords regularly (usually every thirty-one (31) days).   

9.8.6 Systems are to be configured to prevent users from reusing the same password for six (6) changes/months.   

9.8.7 Personal passwords must not be shared.  Any user who has shared his password is responsible for any use 
made of the password.   

9.9 Access and Session Control: 

9.9.1 Destination restrictions will be enforced at remote access facilities used for access to OSS Interfaces.  
These connections must be approved by each Party’s corporate security organization.   

9.9.2 Terminals or other input devices must not be left unattended while they may be used for system access.  
Upon completion of each work session, terminals or workstations must be properly logged off.   

9.10 User Authorization: 

9.10.1 On the destination system, users are granted access to specific resources (e.g. databases, files, 
transactions, etc.).  These permissions will usually be defined for an individual user (or user group) when a 
user ID is approved for access to the system.   

9.11 Software and Data Integrity: 

9.11.1 Each Party shall use a comparable degree of care to protect the other Party’s software and data from 
unauthorized access, additions, changes and deletions as it uses to protect its own similar software and 
data.  This may be accomplished by physical security at the work location and by access control software on 
the workstation. 

9.11.2 All software or data shall be scanned for viruses before use on a Party’s corporate facilities that can be 
accessed through the direct connection or dial up access to OSS interfaces.   

9.11.3 Unauthorized use of copyrighted software is prohibited on each Party’s corporate systems that can be 
accessed through the direct connection or dial up access to OSS Interfaces. 

9.11.4 Proprietary software or information (whether electronic or paper) of a Party shall not be given by the other 
Party to unauthorized individuals.  When it is no longer needed, each Party’s proprietary software or 
information shall be returned by the other Party or disposed of securely.  Paper copies shall be shredded.  
Electronic copies shall be overwritten or degaussed.   

9.12 Monitoring and Audit: 

9.12.1 To deter unauthorized access events, a warning or no trespassing message will be displayed at the point of 
initial entry (i.e., network entry or applications with direct entry points).  Each Party should have several 
approved versions of this message.  Users should expect to see a warning message similar to this one: 

“This is a(n) (AT&T or CLEC) system restricted to Company official business and subject 
to being monitored at any time.  Anyone using this system expressly consents to such 
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monitoring and to any evidence of unauthorized access, use, or modification being used 
for criminal prosecution.” 

9.12.2 After successful authentication, each session will display the last logon date/time and the number of 
unsuccessful logon attempts.  The user is responsible for reporting discrepancies. 

10.0 Miscellaneous  

10.1 To the extent AT&T-22STATE seeks to recover costs associated with OSS system access and connectivity, AT&T-
22STATE shall not be foreclosed from seeking recovery of such costs via negotiation, arbitration, or generic 
proceeding during the term of this Agreement. 

10.2 Unless otherwise specified herein, charges for the use of AT&T-22STATE’s OSS, and other charges applicable to 
pre-ordering, ordering, provisioning and maintenance and repair, shall be at the applicable rates set forth in the 
Pricing Schedule.   

10.3 Single Point of Contact: 

10.3.1 CLEC will be the single point of contact with AT&T-22STATE for ordering activity for ICA Services used by 
CLEC to provide services to its End Users, except that AT&T-22STATE may accept a request directly from 
another CLEC, or AT&T-22STATE, acting with authorization of the affected End User.  Pursuant to a 
request from another carrier, AT&T-22STATE may disconnect any ICA Service being used by CLEC to 
provide service to that End User and may reuse such network elements or facilities to enable such other 
carrier to provide service to the End User.  AT&T-22STATE will notify CLEC that such a request has been 
processed but will not be required to notify CLEC in advance of such processing. 

10.4 Use of Facilities: 

10.4.1 When an End User of CLEC elects to discontinue service and to transfer service to another LEC, including 
AT&T-22STATE, AT&T-22STATE shall have the right to reuse the facilities provided to CLEC, regardless 
of whether those facilities are provided as ICA Services, and regardless of whether the End User served 
with such facilities has paid all charges to CLEC or has been denied service for nonpayment or otherwise.  
AT&T-22STATE will notify CLEC that such a request has been processed after the disconnect order has 
been completed.   

10.5 AT&T-22STATE will provide loss notifications to CLEC.  This notification alerts CLEC that a change requested by 
another Telecommunications provider has/or may result in a change in the Local Service Provider associated with a 
given telephone number.  It will be provided via the ordering GUI and application-to-application interfaces and 
AT&T’s CLEC Online website, as applicable.   

11.0 Service Bureau Provider Arrangements for Shared Access to OSS 

11.1 Notwithstanding any language in this Agreement regarding access to OSS to the contrary, CLEC shall be permitted 
to access AT&T-22STATE OSS via a Service Bureau Provider as follows:  

11.1.1 CLEC shall be permitted to access AT&T-22STATE application-to-application OSS interfaces, via a Service 
Bureau Provider where CLEC has entered into an agency relationship with such Service Bureau Provider, 
and the Service Bureau Provider has executed an Agreement with AT&T-22STATE to allow Service Bureau 
Provider to establish access to and use of AT&T-22STATE’s OSS. 

11.1.2 CLEC’s use of a Service Bureau Provider shall not relieve CLEC of the obligation to abide by all terms and 
conditions of this Agreement.  CLEC must ensure that its agent properly performs all OSS obligations of 
CLEC under this Agreement, which CLEC delegates to Service Bureau Provider.   
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11.1.3 It shall be the obligation of CLEC to provide Notice in accordance with the Notice provisions of the General 
Terms and Conditions of this Agreement whenever it establishes an agency relationship with a Service 
Bureau Provider or terminates such a relationship.  AT&T-22STATE shall have a reasonable transition time 
to establish a connection to a Service Bureau Provider once CLEC provides Notice.  Additionally, AT&T-
22STATE shall have a reasonable transition period to terminate any such connection after Notice from 
CLEC that it has terminated its agency relationship with a Service Bureau Provider.   

11.2 AT&T-22STATE shall not be obligated to pay liquidated damages or assessments for noncompliance with a 
performance measurement to the extent that such noncompliance was the result of actions or events beyond AT&T-
22STATE’s control associated with Third Party systems or equipment including systems, equipment and services 
provided by a Service Bureau Provider (acting as CLEC’s agent for connection to AT&T-22STATE’s OSS) which 
could not be avoided by AT&T-22STATE through the exercise of reasonable diligence or delays or other problems 
resulting from actions of a Service Bureau Provider, including Service Bureau provided processes, services, systems 
or connectivity. 


