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This Appendix sels forth terms and conditions for Inward Assislance Operalor Services for switched-based
CLEC’s or CLEC's leasing Lawful unbundled switched ports as provided by the applicable AT&T Inc.
(AT&T) owned Incumbent Local Exchange Carrier (ILEC) and CLEC.

AT&T Inc. (AT&T) means the holding company which direclly or indirectly owns Ihe following ILECs: llinois
Bell Telephone Company dib/a AT&T llinais, Indiana Bell Telephone Company Incorporated dib/a AT&T
Indiana, Michigan Bell Telephane Company d'bfa AT&T Michigan, Nevada Be!l Telephone Company dib/a
AT&T Nevada, The Ohio Bell Telephone Company dib/a AT&T Chio, Pacific Bell Telephone Company
d/ibia AT&T California, The Southem New En gland Telephone Company dib/a AT&T Connecticut
Southwestern Bell Telephone, L P, dibla AT&T Arka nsas, AT&T Kansas, AT&T Missouri, AT&T Oklahoma
andlor AT&T Texas andlor Wisconsin Bell, Inc. dibfa ATET Wisconsin,

ATAT-2STATE - As used herein, AT&T-2STATE means AT&T CALIFORNIA and ATET NEVADA, the
applicable AT&T-owned ILEC(s) doing business in Califarnia and Nevada.

AT&T-ASTATE - As used herein, ATAT-4STATE means Soulhwestern Bell Telephone, L.P, d/b/a AT&T
Arkansas, AT&T Kansas, AT&T Missouri, and AT&T Oklahoma the applicable AT&T-owned ILEC(s) doing
business in Arkansas, Kansas, Missauri and Oklahama.

ATET-TSTATE - As used herein, AT&T-TSTATE means AT&T SOUTHWEST REGION 5-STATE, ATAT
CALIFORNIA and AT&T NEVADA. the applicable AT&T-owned ILEC(s) doing business in Arkansas,
Califonia, Kansas, Missouri, Nevada, Oklahoma and Texas.

AT&T-8STATE - As used herein, AT&T-8STATE means AT&T SOUTH WEST REGION 5-STATE, AT&T
CALIFORNIA, AT&T NEVADA and AT&T CONNECTICUT Ihe applicable AT&T-owned ILEC(s) deing
business in Arkansas, California, Connecticut, Kansas, Missouri, Nevada, Oklahoma and Texas.

AT&T-10STATE - As used herein, ATRT-10STATE means AT&T SOUTHWEST REGION 5-STATE and
AT&T MIDWEST REGION 5-STATE an the applicable AT&T-owned ILEC(s) doing business in Arkansas,
lllingis, Indiana, Kansas, Michigan, Missouri, Ohio, Oklahoma, Texas and Wisconsin.

ATBT-12STATE - As used herein, AT&T-12STATE means AT&T SOUTHWEST REGION 5-STATE, ATAT
MIDWEST REGION 5-STATE and AT&T-2STATE lhe applicable AT&T-owned ILEC(s) doing business in
Arkansas, Calfornia, llinois, Indiana, Kansas, Michigan, Missouri, Nevada, Ohio, Oklahoma, Texas and
Wiscansin,

ATET-13STATE - As used herein, AT&T-13STATE means AT&T S0U THWEST REGION 5-STATE, AT&T
MIDWEST REGION 5-STATE, AT&T-2STATE and AT&T CONNECTICUT the applicable AT&T-owned
ILEC(s) doing business in Arkansas, California, Connecticul, linois, Indiana, Kansas, Michigan, Missauri,
Nevada, Ohio, Oklahoma, Texas and Wisconsin.

AT&T ARKANSAS - As used herein, AT&T ARKANSAS means Southwestern Bell Telephone, L.P, d/b/a
AT&T Arkansas, the apolicable AT&T-owned ILEC dang business in Arkansas.

AT&T CALIFORNIA - As used herein, AT&T CALIFORNIA means Pacific Bel Telephone Company dbia
ATA&T Calfornia, the applicable AT&T-owned ILEC doing business in California,

AT&T CONNECTICUT - As used herein, AT&T CONNECTICUT means The Southern New England
Telephone Company dibla AT&T Conneclicut, lhe applicable above listed ILEC doing business in
Conneclicul,

AT&T KANSAS - As used herein, AT&T KANSAS means Southwestern Bell Telephone, L.P. d/bla AT&T
Kansas, lhe applicable AT& T-owned ILEC doing business in Kansas.
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ATET ILLINOIS - As used herein, AT&T ILLINOIS means [llinois Bell Telephone Company diba AT&T
llinais, the applicable AT&T-owned ILEC doing business in Illingis.

AT&T INDIANA - As used herein, AT&T INDIANA means Indiana Bell Telephone Company Incorporated
d/tva AT&T Indiana, the applicable AT&T-owned ILEC tdoing business in Indiana.

AT&T MICHIGAN - As used herein, AT&T MICHIGAN means Michigan Bell Telephane Company dib/a
ATBT Michigan, the applicable AT&T-owned doing business in Michigan.

AT&T MIDWEST REGION 5-STATE - As used herein, AT&T MIDWEST REGION 5-STATE means llinois
Bell Telephone Company dib/a AT&T lllinais, Indiana Bell Telephone Company Incorporated dibla AT&T
Indiana, Michigan Bell Telephone Company dib/a AT&T Michi gan, The Chio Bell Telephone Company dibfa
AT&T Ohio, andfor Wisconsin Bell, Inc. db/a AT&T Wisconsin, the applicable AT&T-owned ILEC(s) doing
business in lllinois, Indiana, Michigan, Ohio and Wiscansin.

AT&T MISSOURI - As used herein, AT&T MISSOURI means Southwestern Bell Telephone, LP. dib/a
AT&T Missouri, the applicable AT&T-owned ILEC doing business in Missour,

AT&T NEVADA - As used herein, AT&T NEVADA means Nevada Bell Telephone Company dib/a AT&T
Nevada, the applicable AT&T-owned ILEC doing business in Nevada,

AT&T OHIO - As used herein, AT&T OHIQ means The Ohio Bell Telephone Company dib/a AT&T Ohio,
the applicable AT&T-owned ILEC doing business in Ohio.,

ATET OKLAHOMA - As used herein, AT&T OKLAHOMA means Southwestarn Bell Telephone, L.P. d'bla
AT&T Okiahoma, the applicable AT&T-owned ILEC doing business in Oklahoma.

AT&T SOUTHWESTREGION 5-STATE - As used hergin, AT&T SOUTHWEST REGION 5-STATE means
Southwestern Bell Telephone, L.P. dib/a AT&T Arka nsas, ATET Kansas, AT&T Missouri, AT&T Oklahoma
andfor AT&T Texas lhe applicable above listed ILEC(s) doing business in Arkansas, Kansas, Missouri,
Oklahoma and Texas.

AT&T TEXAS - As used herein, AT&T TEXAS means Southwestern Bell Telephone, L.P. dib/a AT&T
Texas, the applicable AT&T-owned ILEC doing business in Texas,

ATET WISCONSIN - As used herein, AT&T WISCONSIN means Wisconsin Bell, Inc. d'b/a ATAT
Wisconsin, the applicable AT&T-owned ILEC doing business in Wisconsin.

SERVICES

2.

Where technically feasible and/or available, AT&T-13STATE Inward Assistance Operalor will provide the
following assistance or services when reached by an operalor dialing the appropriate To!l Center Code in
acdition lo the inward code.

2.1.1 General Assistance on calls where an altempl to connect the call is required by a local operator.
2.1.2 Busy Line Verificaton (BLV) service and Busy Line Verification/interrupt {BLV/I) service.

DEFINITIONS

4.1

32

3.3

“General Assistance” - A service in which an operalor calls the Inward Assistance operatar seeking
assistance in dialing a number. The assislance could be required, for example, for allempling to dial a
number where a 'no ring' condition has been encountered.

“Busy Line Verification” - A service in which an operalor asks the Inward Assistance operator to verify a
conversakon in progress.

“Busy Line Verification/ Inferrupt’ - A service inwhich an operator asks he Inward Assistance operator to
interrupt a conversalion in progress, to delermine if one of the parties is wiling to speak to the caller
reguesting the interrupt,
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34 *Toll Center Code” - Refers lo a three digit Access Tandem Code (ATC) code that uniquely idenlifies a
tandem swilch in the Local Exchange Routing Guide (LERG) designated as providing access to operator
services functions. An operator dials the apprapriate area code + ATC + OPR SVC CODE to obtain Inward
Assistance,

3.5 ‘"Operator Service Code” - Refers o the operalor dialable code assigned in the LERG for Inward
Assislance,

RESPONSIBILITIES OF THE PARTIES

41 Tothe exlent that a Party elecls, in ils sole discretion, to interconnect with the other Party's Operalor
assislance switches, Ihe Parties' responsibililies are described below:

4.1.1 Itis the responsibility of the CLEC to order the necessary facilities to interconnect with AT&T-
135TATE's Operalor assistance swilch(es). Itis the responsibility of AT&T-13STATE to provide the
necessary facilities lo the CLEC's paint of presence in the local exchange area/LATA to interconnect
wilh the CLEC's Operalor assistance swilches.

4.1.2 The CLEC will initiate an ASR for a one-way lrunk group from ils designated Operator assistance
swilch to the AT&T-13STATE Ooeralor assislance switch utilizing MF signaling, Likewise, AT&T-
13STATE will initiale an ASR fora one-way MF signaling trunk group from its Operalor assistance
switch to the CLEC's designated Operalor assistance swich,

4.2 CLEC will furnish request for service in writing to AT&T-13STATE, thirty calendar (3 0) days in advance of
the dale when the Inward Assistance Operalor Services are 1o be undertaken, unless otherwise agreed to
by AT&T-13STATE. CLEC orils designaled operator services providers shall submit Access Service
Requesls (ASRs) to AT&T-13STATE to eslablish any new interconnection lrunking arangements.

4.3  The requester of this Inward Assistance Operator Services service agreement must provide one Carrier
Identification Code (CIC) forits CLEC or Independent Exchange Carrier business operationand one for ils
InterExchange Carrier (IXC) business operation if Ihe requesting company wishes to receive billing datain
a formal that separates the service provided to the two business aperalions.

TOLL CENTER CODES

3.1 Toll Center Codes will be used by the CLEC Operators for routing and connecling to the AT&T-13STATE
Operator assistance swilches. These codes are specific lo the various AT&T-13STATE LATA's where
AT&T-135TATE Operator assistance swilches are localed.

52  AT&T-13STATE Operalor Senvices will require a Toll Cenler Code for the CLEC Operalor Services
assistance switch. This code will be the rouling code used for cann ecling the AT&T-13STATE Operatorto
the CLEC Operalor on an Inward basis.

§3  Ifthe CLEC requires establishment of a new Toll Center Code, CLEC shall do so by referencing the
Local Exchange Routing Guide {LERG),
PRICING

6.1  AT&T-12STATE - Pricing for Inward Ass'stance Operator Services shall be based on he rates specifiedin
the applicable Appendix Pricing (Operator work seco nds) and/or the applicable Commissioned ordered Larff
where staled,

MONTHLY BILLING

7.1 ATET-13STATE will render monthly biling statements to CLEC, and remitlance in full wil be due within
thirty (30) days of receipt. GLEC will render manth! y billing to AT&T-13STATE and remittance in full will be
due within thirty (30) days of receipl.

- 204
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LIABILITY
8.1 The CLEC agrees lo defend and hold harmless AT&T-13STATE from any and all losses, damages, or

8.2

other liability including allomeys fees that the carrer may incur as a result of claims, demands, wrongful
death aclions, or olher suits brought by any party that arise out of the carier's operator use of Inward
Assistance Operalor Services on the behalfof the carrier's End Users. The CLEC shall defend a gainst all
end user claims just as if the carrier operalor had provided such service to its end user direclly and shall
assert ils lariff limitation of liability for benefit of bolh AT&T-13STATE and carier.

The CLEC also agrees to release, defend and hold hamless AT&T-13STATE from any claim, demand or
suil that asserts any infingement or invasian of privacy or confidentiality of any person or persans caused
or claimed to be caused, directly, or indirectly, by AT&T-13STATE employees and equipment associated
wilh provision of the Inward Assistance Operator Services. This provision includes butis not limited to suils,
claims, and demands arising from disclosure of the lelephane number, address, or name associated with
the telephone called.

TERMS OF APPENDIX

8.1

92

93

This Appendix will continue in force for the fength of the Interconnection Agreement, but no less than twelve
(12) manths. At the expiration of the term of the Interconnection Agreement lo which this Appendix is
altached or twelve (12) months, whichever occurs later, either Party may terminale this Appendix upan one
hundred-twenty (120) calendar days written nolice to the other Party.

Il the CLEC terminates this Apoendix prior la the expiration of the lerm of this Appendix, CLEC shall pay
AT&T-13STATE, within thirty (30) days of the issuance of an y bills by AT&T-13STATE, all amounts due for
actual services provided under this Appendix, plus estimated monlhly charges for the remainder of the
term. Estimated charges will be based on an average of the actual monthly amounts biled by AT&T-

13STATE pursuant lo this Appendix prior to ils lermination.

The rates applicable for delermining the amounl(s) under the terms outined in this Section are those
specified in Appendix Pricing.

—-015 -
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SERVING AREA

OPERATOR SERVICES PROVIDER LOCATION:

CLEC SWITCH SERVING LOCATIONS:

>
=2

Ity NPA-NXX

|

ADDITIONAL SHEETS SHOULD BE ADDED AS REQUIRED.
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1. INTRODUCTION
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1.10

1.1

1.2

This Appendix sets forth the lerms and conditions thal Network Intercon neclion Methods (NIM) are provided
by the applicable AT&T Inc. (AT&T) owned Incumbent Local Exchange Carrier (ILEC) and Competitive
Local Exchange Carrier (CLEC). This Appendix describes the physical architecture for Interconneclion of
the Parties'facilities and equipment for the transmission and routing of Telephone Exchange Service traffic
and Exchange Access lraffic bebween the respective End Users of the Parties pursuant lo Section 251(c)(2)
of the Act; provided, however, intercannection may not be used solely for the purpose of originating a
Party's own interexchange traffic.

AT&T Inc. (AT&T) means the holding company which directly or indirectly owns the following ILECs: Illinois
Bell Telephane Company d/b/a AT&T lllinais, Indiana Bell Telephone Company Incorporated d/bla AT&T
Indiana, Michigan Bell Telephone Company d/b/a AT&T Michigan, Nevada Bell Telephone Compa ny di/a
AT&T Nevada, The Ohio Bell Telephone Company dibla AT&T Ohio, Pacific Bel Telephone Company dibla
AT&T California, The Southern New England Telephone Company d'bia AT&T Connecticut, Southwestern
Bell Telephone, LP. d/b/a AT&T Arkansas, AT&T Kansas, AT&T Missouri, AT&T Oklahoma and/or AT&T
Texas andlor Wisconsin Bell, Inc. d/bla AT&T Wisconsin.

AT&T-25TATE - As used herein, ATAT-2STATE means AT&T CALIFORNIA and AT&T NEVADA, the
applicable AT&T-owned ILEC(s) doing business in Califarnia and Nevada.

ATET-ASTATE - As used herein, AT&T-4STATE means Southweslern Bell Telephone, L.P. d'b/a AT&T
Arkansas, AT&T Kansas, AT&T Missouri, and AT&T Oklahoma the a pplicable AT&T-owned ILEC(s) doing
business in Arkansas, Kansas, Missouri and Oklahama.

AT&T-TSTATE - As used herein, AT&T-7STATE means AT&T SO UTHWEST REGION 5-STATE, AT&T
CALIFORNIA and AT&T NEVADA, the applicable AT&T-owned ILEC(s) coing business in Arkansas,
California, Kansas, Missouri, Nevada, Oklahoma and Texas.

ATET-BSTATE - As used herein, AT&T-BSTATE means AT&T SOUTHWEST REGION 5-5TATE AT&T
CALIFORNIA, AT&T NEVADA and AT&T CONNECTICUT the applicable AT&T-owned ILEC(s) doing
business in Arkansas, California, Connecticut, Kansas, Missour, Nevada, Oklahoma and Texas,

AT&T-10STATE - As used herein, AT&T-10STATE means AT&T SOUTHWEST REGION 5-STATE and
AT&T MIDWEST REGION 5-STATE an the applicable AT&T-owned ILEC(s) doing business in Arkansas,
Illinois, Indiana, Kansas, Michigan, Missouri, Ohio, Cklahoma, Texas and Wisconsin,

AT&T-12STATE - As used herein, AT&T-125TATE means AT&T SOUTHWEST REGION 5-STATE, AT&T
MIDWEST REGION 5-STATE and AT&T-2STATE the applicable AT&T-owned ILEC(s) doing business in
Arkansas, California, [lingis, Indiana, Kansas, Michigan, Missouri, Nevada, Ohio, Oklahoma, Texas and
Wiscansin,

AT&T-13STATE - As used herein, ATAT-13STATE means AT&T SOUTHWEST REGION 5-STATE, AT&T
MIDWEST REGION 5-STATE, AT&T-2STATE and AT&T CONNECTICUT the applicable AT&T-owned
ILEC(s) doing business in Arkansas, California, Conneclicut, llinais, Indiana, Kansas, Michigan, Missouri,
Nevada, Ohio, Oklahoma, Texas, and Wisconsin,

ATET ARKANSAS - As used herein, AT&T ARKANSAS means Southwestem Bell Telephane, L.P. dib/a
AT&T Arkansas, the applicable AT&T-owned ILEC doing business in Arkansas.

AT&T CALIFORNIA - As used herein, AT&T CALIFORNIA means Pacific Bell Telephone Company dib/a
AT&T Calfornia, the applicable AT&T-owned ILEC doing business in California.

AT&T CONNECTICUT - As used herein, AT&T CONNECTICUT means The Southern New England
Telephone Company, the applicable above listed ILEC doing business in Connecticut.

W0
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AT&T KANSAS - As used herein, AT&T KANSAS means Southweslem Bell Telephone, L.P, dibfa AT&T
Kansas, the applicable AT&T-owned ILEC doing business in Kansas,

AT&T ILLINOIS - As used herein, AT&T ILLINOIS means llinois Bell Telephone Company dibla AT&T
llinois, the applicable AT&T-owned ILEC doing business in |llinais.

ATST INDIANA - As used herein, AT&T INDIANA means Indiana Bel| Telephone Company Incorperated
dib'a AT&T Indiana, the applicable AT&T-owned ILEC doing business in Indiana.

ATET MICHIGAN - As used herein, AT&T MICHIGAN means Michigan Bell Telephone Company dit/a
AT&T Michigan, the applicable AT&T-owned doing business in Michigan.

AT&T MIDWEST REGION 5-STATE - As used herein, AT&T MIDWEST REGION 5-STATE means llinois
Bell Telephone Company dibla AT&T Illingis, Indiana Bell Telephone Company Incorporaled dib/a AT&T
Indiana, Michigan Bell Telephone Company d/bia ATAT Michigan, The Ohio Bell Telaphone Company dib'a
AT&T Ohio, andior Wisconsin Bell, Inc. dio/a AT&T Wisconsin, the applicable AT&T-owned ILEC(s) doing
business in lllinols, Indiana, Michigan, Ohio and Wiscansin,

AT&T MISSOURI - As used herein, AT&T MISSOURI means Soulhwestem Bell Telephone, L.P. dib/a
ATET Missouri, lhe applicable AT&T-owned ILEC daoing business in Missouri.

AT&T NEVADA - As used herein, AT&T NEVADA means Nevada Bell Telephone Company dib/a AT&T
Nevada, the applicable AT&T-owned ILEC doing business in Nevada.

AT&T OHIO - As used herein, ATAT OHIO means The Ohio Bell Tele phone Company d/bfa AT&T Ohio,
the applicable AT&T-owned ILEC doing business in Chia.

ATET OKLAHOMA - As used herein, AT&T OKLAHOMA means Southwestern Bell Tele phone, L.P. d/bia
ATET Oklahoma, the applicable AT&T-owned ILEC doing business in Oklahoma.

AT&T SOUTHWEST REGION 5-STATE - As used herein, AT&T SOUTHWEST REGION 5-STATE means
Southwesltern Bell Telephone, L.P. dib/a AT&T Arka nsas, AT&T Kansas, AT&T Missouri, AT&T Oklahoma
andior AT&T Texas Ihe applicable above listed ILEC(s) doing business in Arkansas, Kansas, Missouri,
Oklahoma and Texas.

AT&T TEXAS - As used herein, AT&T TEXAS means Southwestern Bell Telephone, LP. dib/a AT&T
Texas, the applicable AT&T-owned ILEC doing business in Texas.

AT&T WISCONSIN - As used herein, AT&T WISCONSIN means Wisconsin Bell, Inc. dibla AT&T
Wisconsin, the applicable AT&T-owned ILEC daing business in Wiscansin,

AT&T-13STATE shall provide, for CLEC's facilities and equipment, interconnection for the transmission
and routing of lelephone exchange service and exchange access, ata level of qualily that is equal to thal
which AT&T-13STATE provides itself, a subsidiary, an affiiate, orany other party to which AT&T-13STATE
provides Interconnection and on rates, terms and condiions that are just, reasonable and non-
discriminalory,

Netwark Interconnection Methods (NIMs) include, but are nol limited lo, Physical Collocation; Virtual
Collocation; Fiber Meet Point; and other technically feasible method of obtaining intercannection which is
incorporaled inlo the Interconnection Agreement by amendment. One or more of th ese methods may be
used to effect the Interconnection pursuant to Section 25(c)(2) of the Act.

NETWORK INTERCONNECTION ARCHITECTURE PLAN

21

AT&T-13STATE's network is partly comprised of End Office switches, Local Only Tandem Swilches (AT&T
SOUTHWEST REGION 5-STATE and AT&T MIDWEST REGION 5-STATE), Local/intraLATA Tandem
Swilches, LocallAccess Tandem Swilches, and Access Tandem Swilches, AT&T-13STATE's network
architecture in any given local exchange area andfor LATA can vary markedly from anolher local exchange
area/LATA. Usingone or more of lhe NIMs herein, the Parlies will agree lo a physical archileclure plan for
a specific Interconnection area. A physical archilecture plan will, al a minimum, include the location of
CLEC's switch(es) and AT&T-13STATE's End Office switch(es) andfor Tandem switch(es) to be

=210
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interconnected, the facilities that will connect the twa networks and which Parly wil provide (be financially
responsible for) the interconneclion facililies, At the time of implementation in a given local exchange area
or LATA the plan will be documented and signed Dy appropriate representatives of the Parties, indicating
their mutual agreement lo the physical architecture plan.

Points of Interconnection (POIs): A Poinl of Interconnection (PO} is a paint on the AT&T-13STATE
network (End Office or Tandem building) where the Parties deliver Section 251 {b)(S)intralLATA Toll Traffic
lo each olher, and also serves as a demarcation point between the facilities that each Party is responsible
lo provide.

Each Party is responsible for the facilities to its side of the negolated POI(s) and may utlize any method of
Interconnection described in this Appendix. Each Party is responsible for Ihe appropriate sizing, operation,
and maintenance of the lransport facility to the POI(s). The parties agree lo provide sufficient facilities for
the trunk groups required in Appendix I TR for the exchange of traffic between CLEC and AT&T-13STATE.

Types of Points of Interconnection

241 A'*TandemServing Area”or*TSA"is an AT&T-13STATE area defined by the sum of all local calling
areas served by ATET-13STATE End Offices thal sublend an AT&T-13STATE tandem far Section
251(b)(5)/IntraLATA Toll Traffic as defined in the LERG,

2.4.2 The Parties willinterconnect their network facilities at a minimum of one CLEC designated Point of
Interconnection (POI) wilthin AT&T-13STATE's network in the LATA where CLEC Offers Service.

243 A'Single POI"is a single point of interconnection within a LATA on AT&T-13STATE's netwark thal
is established to interconnect AT&T-13STATE's network and CLEC's netwark for the exchan geof
Section 251(b)(5)/IntralLATA Toll Traffic.

244 The Partes agree thal CLEC has the right to choose a Single POl or multiple POIs,

2.4.5 When CLEC has established a Single POI (or multiple POls) in a LATA, CLEC agrees lo establish
an addtional POI:

(i atan AT&T-13STATE TSA separate from the exsing POl arrangement when lraffic through Lhe
existing POl amangement to Ihat ATAT-13STATE TSA exceeds twenty-four (24) DS1s al peak over
three (3) consecutive months, or

(i) at an AT&T-13STATE End Office in a local calling area not served by an AT&T-135TATE
tandem for Seclion 251(b)(5)/inlraLATA Toll Traffic when traffic through the existing POI
arrangemenl lo that local calling area exceeds twenty-four (24) DS1s at peak over three (3)
conseculve months,

2.4.6 The additional POI(s) will be established wilhin 90 days of netification thal the threshold has been
met.

Either Party must provide thirly (30) days written notice of any intentlo change lo the physical archileclure
plan.

CLEC is solely responsible for the facilities that carry OS/DA, E911, Mass Calling and Meet Point Trunk
Groups as specified in Appendix ITR.

Technical Interdaces

2.7.1 The Interconnection facilities provided by each Parly shall be formatted using either Allarnale Mark
Inversion (AMI} line code with Superframe format framing or Bipoiar 8 Zero Signaling (B8ZS) with
Exlended Superframe format framing or any mulually agreeable line coding and framing.

2.7.2 Electrical handoffs al the POI(s) will be at the DS1 or DS3 level, Whena D53 handoff is agreed to
by he Parlies, AT&T-13STATE will provide any mulliplexing required for DS1 facilities ortrunking al
their end and CLEC will provide any DS1 multiplexing required for facilities or lrunking at their end.

211 -
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2.7.3 When the Parties demonstrate the need for Optical handoffs at the OC-n level, the parties will meet
lo negoliate specific Oplical handoff needs.

METHODS OF INTERCONNECTION

3.1 Physical Collocation
3.1.1 When CLEC provides ils own facillies or uses the facilities of a third party to a ATAT-13STATE
Tandem or End Office building and wishes to place its own lransport lerminating equipmenl at that
location, CLEC may Interconnect using the provisions of Physical Collacation as set forth in
Appendix Collocation.

3.2 Virtual Collocation

3.21 When CLEC provides ils awn facililies or uses the facilities of a third party lo a AT&T-13STATE
Tandem or End Office building and wishes for AT&T-13STATE lo place lransport lerminating
equipment at that focalion on CLEC's behalf, CLEG may Inlerconnect using the provisions of Virtual
Callocation as set forth in Appendix Collocation. Virtual Collocation allows CLEC lo choose the
equipment vendor and does nol require that CLEC be Physically Collocated.

33 Fiber Mes! Poirt

3.3.1 Fiber Meet Point between AT&T-13STATE and CLEC can oceur at any mulually agreeable and
lechnically feasible point al an AT&T-13STATE Tandem or End Office building within each local
exchange area (AT&T SOUTHWEST REGION 5-STATE) or LATA (ATE&T MIDWEST REGION 5-
STATE, ATAT CONNECTICUT, and AT&T-2STATE).

3.3.2 When the Parties agree to intercannect their networks pursuant to Ine Fiber Meet Point, a single
point-to-point linear chain SONET syslem must be ulilized, Only Local Interconnection Trunk
Groups shall be provisioned over Ihis jointly provided facility.

3.3.3 Neither Party will be allowed o access lhe Dala Communications Channel ("DCC") of the olher
Party’s Fiber Oplic Terminal (FOT). The Fiber Meet Paint will be designed so Ihat each Party may,
as far as is technically feasible, independently select the transmissian, mulliplexing, and fiber
terminaling equipment to be used on its side of the POI(s). The Parties will work cooperatively to
achieve equipment and vendor compatbility of the FOT gguipment,

3.3.4 Requirements for such Interconnection specifications will be defined in joint engineering planning
sessions between the Parlies.

3.3.5 In addilion to the semi-annual trunk farecast process, discussed in Appendix ITR, discussions Io
provide relief ta existing facilities can be initiated by either party. Actual system augmentations will
be initiated anly upen mutual agreement. Facilities will be planned for lo accommaodate the verified
and mutually agreed upon trunk forecast for the Local Intercannection Trunk Group(s).

3.3.6 Both Parties will negotiale a project service date and corres panding work schedule to construct relief
facilities prior to facifities exhaust,

3.3.7 CLEC will provide fiber cable to the last entrance (or ATAT-13STATE designated) manhole at the
AT&T-13STATE Tandem or End Office building. AT&T-13STATE shall make all necessary
preparations lo receive and to allow and enable CLEC o deliver fiber oplic facilities into that
manhole. CLEC will provide a sufficient length of Fiber cable for AT&T-13STATE 1o pull through lo
the AT&T-13STATE cable vaull. CLEC shall deliver and maintain such slrands wholly at its own
expense up lo the POI. AT&T-13STATE shall take the fiber from the manhole and lerminate il
inside AT&T-13STATE's office at the cable vaull at AT&T-13STATE's expense. In this case the
POl shall be at the AT&T-13STATE designated manhole location.

3.3.8 Each Party shall provide ils own source for the synchronized timing of its FOT equipment.

3.3.9 CLECand AT&T-13STATE will mutually agree on the capacily of the FOT(s) to be utilized based on
equivalent DS1s or DS3s. Each Party will also agree upon the oplical frequency and wavelength




3.4

AFPINDIX K IMATAT-135TATE

PAGETOF T
ATAT-13STATEAURORA COMMUNICATIONS, NG,
LiriH{us

necessary lo implement the Interconnection. The Parties wil develop and agree upon methods far
the capacity planning and managemantfor these fa cilites, lerms and condilions for aver provisioning
facilites, and the necessary processes to implement facilllies as indicated in section 4 of this
documenl,

Other Inlerconnection Methods

3.4.1 The Parlies may mutually agree to other methads of oblaining interconnection that are technically
feasible which are incorporated inta the Interconnection Agreement by amendment.

RESPONSIBILITIES OF THE PARTIES

4.1

4.2

4.3

44

For each local Interconnection wilhin an AT&T-13STATE area, CLEC shall provide written notice to AT&T-
13STATE of the need lo establish Intercannection in each local exchange area (ATAT SOUTHWEST
REGION 5-STATE) or LATA (AT&T-2STATE, AT&T CONNECTICUT and ATET MIDWEST REGION 5-
STATE).CLEC shall provide all applicable netwark information on farms acceplable to AT&T-13STATE (as
setfortn in AT&T's CLEC Handbook, published on the CLEC websile).

Upon receipt of CLEC's nolice o interconnect, the Parties shall sch edule a meeting lo document the
network archilecture (including trunking) as discussed in Section2.1. The Interconnection activation date
for an Interconnection shall be established based an then-existing force and load, the scope and complexity
of the requesled Interconnection and ather relevant factors,

Either party may add or remove additonal swilches. The parlies shall provide 120 days wrillen notice lo
establish such Interconnection; and the terms and condilions of this agreement will apply to such
Interconnection,

The Parties recognize that a facility handoff point must be agreed to Ihal establishes the demarcalion for
maintenance and provisioning respansibilites for each party on lheir side of the POI.
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APPENDIX LNP
(LOCAL NUMBER PORTABILITY)

INTRODUCTION

1.1

12

1.3

1.4

15

1.6

1.8

18

This Appendix sels forth terms and conditions for Lacal Number Portability mutually provided by the
applicable AT&T Inc. (AT&T) owned Incumbent Local Exchange Carmer (ILEC) and CLEC,

AT&T Inc. (AT&T) means the holding com pany which directly or indirectly owns the following ILECs: lllinais
Bell Telephone Company dib/a AT&T lilinois, Indiana Bell Telephone Company Incorporaled dibfa AT&T
Indiana, Michigan Bell Telephone Company dib/a AT&T Michigan, Nevada Bell Telephone Compa ny dib'a
AT&T Nevada, The Ohio Bell Telephone Company d/bla AT&T Ohio, Pacific Bell Telephone Company
d’'b'a AT&T California, The Southern New England Telephone Company dibla AT&T Connecticul,
Southwestern Bell Telephone, L.P. dib/a AT&T Arkan sas, AT&T Kansas, ATAT Missouri, AT&T Oklahoma
andlor AT&T Texas andlor Wisconsin Bell, Inc. dit/a ATAT Wiscon sin.

AT&T-125TATE - As used herein, ATET-12STATE means ATAT SOUTHWEST REGION 5-STATE, AT&T
MIDWEST REGION 5-STATE and AT&T-2STATE the applicable AT&T owned ILEC(s) doing business in
Arkansas, California, lllingis, Indiana, Kansas, Michigan, Missouri, Nevada, Ohio, Oklahoma, Texas and
Wisconsin.

AT&T-13STATE - As used herein, AT&T-13STATE means AT&T SOUTHWEST REGION 5-STATE, ATAT
MIDWEST REGION 5-STATE, AT&T-2STATE and AT&T CONNECTICUT the applicable AT&T owned
ILEC(s} doing business in Arkansas, California, Connecticul, linais, Indiana, Kansas, Michigan, Missouri,
Nevada, Ohio, Oklahoma, Texas and Wisconsin.

AT&T CALIFORNIA - As used herein, ATAT CALIFORNIA means Pacific Bell Telephone Company d/bla
AT&T California, the applicable AT&T owned ILEC doing business in Califarnia,

AT&T CONNECTICUT - As used herein, AT&T CONNECTICUT means The Southern New England
Telephone Company dib/a AT&T Conneclicut, the applicable above listed ILEC doing business in
Connecticut.

AT&T MIDWEST REGION 5-STATE - As used herein, AT&T MIDWEST REGION 5-STATE means llinois
Bell Telephone Company ditia AT&T Illinais, Indiana Bell Telephone Company Incorporated d'bla AT&T
Indiana, Michigan Bell Telephone Company dit'a AT&T Michigan, The Ohio Be/l Telephona Company dib/a
AT&T Chio, andlor Wisconsin Bell, Inc. d/bla AT&T Wisconsin, lhe applicable AT&T-owned ILEC(s) doing
business in lllinois, Indiana, Michigan, Ohio and Wisconsin,

AT&T NEVADA - As used herein, AT&T NEVADA means Nevada Bell Telephone Company dib/a ATAT
Nevada, the applicable AT&T owned ILEC doing business in Nevada.

AT&T SOUTHWEST REGION 5-STATE - As used herein, ATAT SOUTHWEST REGION 5-STATE means
Southwestern Bell Telephone, LP. d/bfa AT&T Arkansa 5, AT&T Kansas, AT&T Missouri, AT&T Oklahama
andlor AT&T Texas the applicable above listed ILEC(s) doing business in Arkansas, Kansas, Missouri,
Oklahoma and Texas.

LOCAL NUMBER PORTABILITY (LNP)

2.1

22

General Terms and Conditions

2.1.1 AT&T-13STATE and CLEC shall provide Local Number Portability (LNP) in accordance with
requirements of the Acl, the ru'es and orders of the FCC, and the guidelines of the North American
Numbering Council (NANC),

Requirements for LNP
2.21 AT&T-13STATE and CLEC shall follow induslry guidefines, including bul not limited to North
American Numbering Council (NANC) Inter Service Provider Operations Flows, regarding LNP,
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222 Eilher party shall be parmitted to block default -Touted calls lo protect the public switched telephone
network from overload, congestion, or failure propagalion,

2.2.3 When a ported telephone number becomes vacant, e.g., the telephone number is no longer in
service with the original End User, the ported telephone number will be released back to the carrier
awning the swilch in which the lelephoane number's NXX is native.

2.2.4 Each Party shall become responsible for the End Usar's other lelecommunications related services
and features, e.g. E911, Direclory Listings, Operator Services, Line Information Database (LIDE),
ance that Party has ported the End User's telephane number to the Party's switch.

Limilalions of Serviea

2.3.1 Telephone numbers can be ported as a basic netwark offering only within AT&T-13STATE rate
cenlers as approved by State Commissions. “Porting within rate centers” refers to the physical
location of the End User. If the End User changes his, her or its physical location from one rale
centerto another, the End User may nol retain his, herorils lelephone number (which is associated
with the End User’s previous rale center) as a basic netwark (non-FX) offering. An End User may
retain his, her or its telephone number when moving from ane rate center lo another by the use of a
tariff FX or Remote Call Forwarding offering from the new service provider, The lerm *FX," as used
in this appendix, refars to number assignments and moves outside the rate centers wilh which a
telephane number is ardinarily associated, and is different fram the term *FX" in the Compensation
attachment, which refers number assignment and moves oulside of a mandalory local calling area.

2.3.2 Telephone numbers of the following types shall nol be porled: (i) AT&T-13STATE Official
Communications Services (OCS) NXXs; and (i) 555, 976, 950, 956, 976 and 900 numbers (i) N11
numbers (e.g., 411 and 811); (iv) 800, 888, 877 and 866 numbers: and {v) disconnected or
unassignad numbers,

2.33 Telephone numbers with NXXs dedicated to choke/High Volume Call-In (HVCI) networks are not
portabie via LRN. Choke numbers will be ported as described in Section 5.5 of this Aapendix.

Senice Descriplion

24.1 The LRN software of the switch in which an NXX is nalive delermnes if the called party isin a
portable NXX. When a calling party places a telephone call, if the called party is in a porfable NXX,
a query will be launched to the LNP database to determine whether or not the callad number has
been ported.

2.4.2 When the called number has been ported, an LRN will be returned to the swilch thal launched the
guery. Following the query, the LRN of the called number wil appear in the Called Parly Number
(CdPN) field of the SS7 message and the called number wil appear in lhe Generic Address
Parameter (GAP) field,

2.4.3 When the query does not return an LRN, the call will be compleled based upon the dialed digits,

2.4.4 When the LNP database is queried, the Forward Call Identifier (FCI) field's entry will be changed
from 0 to 1 by the swilch triggering the query, regardiess of whether Lhe called number has been
ported or not.

2.4.5 Where lechnically feasible, the Parties shall populate the Jurisdictional [dentification Parameter (JIP)
field with the first six (6) digils (NPA NXX format) of Ihe appropriale LRN of the originating switch,

Pricing
2.5.1 With the exception of lawful query charges, the parties shall nol charge each other for ordering,
provisioning, or conversion of ported lelephane numbers as a means for the other to recover the

cosls associated with LNP. Notwithstanding the foregoin g, AT&T-13STATE may charge CLEC LNP
end user surcharges, provided that the condiions set forth in 47 CFR §52.33 are met.
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3. “N-1" QUERY METHODOLOGY

3.1, The parties shall follow the “N-1" query methodology in perfarming queries of the LNP dala base, as
provided below. As provided by Industry standards, the N-1" carier is the carrier in the call routing
sequence immedialely prior to the lerminating carrier's end office, or the terminaling carrier's end office
tandem. The *N-1 carrier shall perform the LNP database guery. If the *N-1" camier fails to perform the
LNP dalabase query, the lerminating carrier shall perform a query of the LNP database, and shall be
permitted to change the N-1 carrier for the query.

3.1.1 ForinlerLATA or intraLATA toll calls, the originaling carrier will pass the call to the appropriate toll
carmier, which will perform a query of the LNP database and efficie ntly route the call to the
appropriate terminating local carrier, either directly or through an access tandem office. Where ane
carrier is the onginating local service provider (LSP) and the other carrier is the designated toll
camier, the designaled toll carrier is the *N-1" carrier. The originating LSP will not query loll calls
delivered to Ihe toll carrier or charge Ihe loll carrier for such queries.

3.1.2 For local calis to ported numbers, the originaling carrier is the *N-1" carrier. The ariginating camier
will query the LNP database and roule the call to the appropnate terminating carrier.

3.1.3 Forlocalcalls to any NXX from which at least ane number has been ported, the Parly that owns the
originating switch shall query an LNP database as soon as the call reaches the first LNP-capable
switch in the call path. The Party that owns the originating switch shall query on a local call lo an
NXXin which atleast one number has been ported via LNP prior ta any attempts lo route the call Io
any other switch. Prior to the first number in an NXX being ported via LNP at the requestof a CLEC,
ATBT-13STATE may query all calls directed to that NXX, provided that AT&T-13STATE's queres
shall not adversely affect the quality of service to CLEC's customers or end-users as compared lo
the service AT&T-13STATE provides its own cuslomers.

3.1.4 AParty shall be charged for an LNP query by the other Party anly if the Party to be charged is the N-
1 carrier and was obligated to perform the LRN-PNP query but failed lo do so, pursuantto conditions
setforthin CFR 47, Section 52.33. The only exception will be if the FCC rules {Dockel No, 85-116)
that the terminating carrier may charge the N-1 carrier for queries iniliated befare the first number is
ported in an WXX,

3.1.5 Rates, lerms and conditions for LNP queries performed by AT&T-13STATE will be governed by
FCC No. 73 Access Services Tariff, Section 34, or a successor tarilf,

4.  ORDERING
4.1 Porling of numbers marked as partable in the Local Exchange Rouling Guide (LERG) will be initiated via

Local Service Requests (LSR) based on Ordering and Billing Forum (OBF) recommendations.

4.1.1 WhenanLSR s sent lo one Parly by the olher Party lo initiate poring via LNP, the receiving Party
shall return, al the appropriale time, a Firm Order Confirmation (FOC).

4.1.2 For the purposes of this Altachment, the Parties may Lse a project managemenl approach for the
implementation of LSRs for large quantlies of parted numbers or for complex porting processes.
Wilh regard lo such managed projects (*projects”), he parties may negotiate implementation details
such as, but not limited to: Due Date, Culover Intervals and Times, Coordination of Technical
Resources, and Complation Notice.

5. PROVISIONING

5.1

The Parties will remove a ported number from the end office from which the number is being ported as
close lo Ihe requesled time as reasonably practicable, nol to exceed 59 minules, except under the
conditions listed below in 5.1.1,5.1.2 and 5.1.3. The 58-minute period shall commence upon Lhe Frame
Due Time (FDT) shown on the receiving party's LSR, or as otherwise negoliated by the parties on a project
basis. The parties recognize that itis in the best interest of the cansumer for lhis removal to be completed
in the most expedient manner possible. Therefore, AT&T-135TATE and CLEC agree that a 30-minute
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interval is a goal toward which both companies will work; however, both CLEC and AT&T-13STATE
recognize Inat there will be inslances where the interval may be up to 59 minutes.

5.1.1 Unconditional Ten-Digit Trigger. If the Unconditional Ten-Digit Trigger is sel, calls originaling from
the old swilch will query the database and route to the new swilch withoul the number being
disconnected. The ported number must be remaved at the same me that he unconditonal LNP
Ingger is removed,

9.1.2 Project Orders. For project requests, the Parties wil negotiate lime frames for the disconnection of
the numbers in the old switch.

5.1.3 Coordinaled Orders. Orders worked on a coordinated basis will be coordinated until the numbers
are disconnacted in the old swilch,

The Parlies agree to provide Unconditional Ten Digil Trigger wherever lechnically feasible,

AT&T-13STATE and CLEC shall cooperale in the process of porting numbers from one carrier to another
s0as to imit service outage for the pored subscriver, AT&T-13STATE and CLEC will use their bestefforls
lo updale their respectve Local Service Management Systems (LSMS) from the NPAC SMS data within 15
minutes afler receipt of a download from the NPAC SMS {the current Narth American Numbering Council
goal for such updaling).

Althe lime a telephone number is ported via LNP, the Party from which the number is being ported shall

insure thal the LIDB enlry for that number is deprovisioned,

Mass Calling '

551 Bolh AT&T-13STATE and CLEC shall to offer Local Number Portability for telephone numbers with
‘choke” (i.e., mass calling) NXXs in a manner that complies wilh the FCC's criteria,

Operator Services, LIDB/LVAS and Directory Assistance

5.6.1 The Provisions of this Agreement pertaining lo Operator Services, LIDB/LVAS and Direclory
Assistance shall also apply when LMP is in placa,

Porting of DID Block Numbers

5.7.1 DIDblock numbers shall be pertable in the same manner as other local tele phone numbers, subject
lo the modifications andfor limilations pravided herein.

9.7.2 AT&T-13STATE and CLEC shall offer Local Number Portability to customers for any portion of an
existing DID block withoul being required to port the entire block of DID number.

5.7.3 AT&T-13STATE and CLEC shall permit customers which porl a portion of DID numbers o retain
DID service on the remaining porlion of the DID numbers, provided such is consistent with
applicable larffs,
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APPENDIX NUMBERING

INTRODUCTION

1.1

1.2

This Appendix sels forth the terms and conditions under which the llinois Bell Telephone Company d/bla
AT&T Ilinois, Indiana Bell Telephone Compa ny Incarporated dibva AT&T Indiana, Michigan Bell Tele phone
Company ditfa AT&T Michigan, Nevada Bell Telephone Company dib/a AT&T Nevada, The Ohia Bell
Telephone Company dib/a AT&T Ohio, Pacific Bell Telephone Company dib/a AT&T California, The
Southem New England Telephone Company d'bfa Con neclicut, Southwestern Bell Telephone, L.P. dib/a
AT&T Arkansas, AT&T Kansas, AT&T Missouri, AT&T Oklahoma andlor AT&T Texas andlor Wisconsin
Bell, Inc. dibla AT&T Wisconsin will coordinate with respact to NXX assignmenls.

As used herein, AT&T-13STATE means the above listed ILECs doing business in Arkansas, California,
Connecticut, lllinais, Indiana, Kansas, Michigan, Missouri, Nevada, Chio, Oklahoma, Texas and Wisconsin,

GENERAL TERMS AND CONDITIONS

2.1

22

2.3

24

25

26

2.7

Nothing in this Agreement shall be construed to limil or olherwise adversely impact in any manner either
Party's right to employ or lo request and be assigned any North American Numbering Plan (NANP) number
resources from the numbering administrator including, bul not limited o, central offica (NXX) codes
pursuant to the Central Office Code Assignment CGuidelines, or lo establish, by lanill or otherwise,
Exchanges and Rating Points corresponding lo such NXX codes. Each Pary is responsible for
administering the NXX codes il is assigned.

Al @ minimum, in those Melropolitan Exchange Areas where the CLEC is properly cerlified by the
appropriate regulatory body and inlends lo provide local exchange service, the CLEC shall oblain a
separale NXX code for each AT&T-13STATE rate center which is required lo ensure compliance with the
industry-approved Central Office Code (NXX) Assignment Guidelines (most current version) or olher
induslry approved numbering guidelines and the FCC's Second Report & Order in CC Dockel 95116,
released Augusl 18, 1997 (Local Number Portability). This will enable CLEC and AT&T-13STATE lo
identify the jurisdictional nature of traffic for intercompany compensation untl such time as both Parlies
have implemented billing and routing capabilities to determine traffic jurisdiction on a basis other than NXX
codes,

Pursuant to Section 7.3 of the North American Numbering Council Local Number Portability Architecture
and Administralive Plan report, which was adopled by the FCC, Second Re partand Crder, CC Docket 95-
116, released August 18, 1997, portability is technically limited to rate centerfrate district boundaries of the
incumbent LEG due to raling and routing concerns. Therefore, Parties shall assign lelephone numbers
from its NXX's only to those customers that are physically in the rate cenler to which the NXX is assigned.

Each Party is responsible to program and update its own switches and nelwork syslems lo recognize and
route traffic to the olher Party's assigned NXX codes atall imes. Neither Party shallimpose fees or charges
on the other Parly for such required programming and updating activities,

Each Party is responsible to inpul required data into he Routing Data Base Systems (RDBS) and into the
Telcordia Rating Administrative Data Syslems (BRADS) or olher appropriale system(s) necessary to
updale the Local Exchange Rouling Guide (LERG), unless negoliated otherwise.

Neither Party is responsible for nolifying the other Parties' End Users of any changes in dialing
arrangements, including lhose due to NPA exhaust,

NXX Migration

2.7.1 Where either Party has activaled an entire NXX fora single end user, or activated mare than half of
an NXX for a single end user with the remaining numbers in that NXX either reserved for fulure use
or otherwise unused, and such End-User chooses lo receive service from the other Party, the first
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Parly shall cooperate with the second Party to have lhe entire NXX reassigned in the LERG {and
associaled industry dalabases, routing lables, etc.) lo an End Office operaled by the second Party
provided that lhe requested rate cenler is the same rale center that physically serves the customer
in @ non-foreign exchange arrangemenl. Such transfer wil require development of a transition
process to minimize impact on the Network and on the end user(s)' service and will be subject o
appropriate industry lead times (currently forty-five (45) days) for mavements of NXXs from one
switch toanother. The Party to whom the NXX is migrated will pay NXX migration charges per NXX
to the Party formerly assigned the NXX as described in the Pricing Appendix under *OTHER".

2.8 Tesl Numbers

2.8.1 EachParty is responsible for providing to he ather, valid tesl numbers. One number terminaling to
a VOICE announcement idenlifying the Company and one number terminating to a milliwatt tone
providing answer supervision and allowing simultaneous connection from multiple kst lines, Both
numbers should remain in service indefinitely for regressive lesting purposes.
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APPENDIX 0SS
(ACCESS TO OPERATIONS SUPPORT SYSTEMS FUNCTIONS)
INTRODUCTION
1.1 This Appendix sets forth lerms and conditions for nondiscriminatory access lo Operalions Support Systems

1.2

14

1.5

1.6

Tl

1.8

18
1.10
1.1

112

(OS8) *functions" to CLEC for pre-o rdering, ordering, provisioning, maintenan cefrepalr, and billing provided
by the applicable AT&T Inc. (AT&T) awned Incumbent Local Exchange Carrier (ILEC). With respect to all
malters covered by this Appendix, the Parties will comply with the final SBC/Ameritech POR for Uniform
and Enhanced 0SS (Uniform POR) as approved by FCC on September 22, 2000.

ATA&T Inc. (AT&T) means the holding com pany which directy or indirectly owns the following ILECs: Ilfinais
Bell Telephone Company d/bla AT&T llinois, Indiana Bell Telephone Company Incorporated dibla AT&T
Indiana, Michigan Bell Telephone Company dib/a AT&TM ichigan, Nevada Bell Telephone Company d/b/a
AT&T Nevada, The Ohio Bell Telephone Company d/bla AT&T Ohio, Pacific Bell Telephone Company
dibfa AT&T Califomnia, The Southern New England Telephone Company dib/a ATAT Connecticut,
Southwestern Bell Telephone, L.P. dib/a AT&T Arkansa s, AT&T Kansas, AT&T Missouri, AT&T Oklahoma,
andior AT&T Texas, andlor Wisconsin Bell, Inc. d/bfa AT&T Wisconsin.

AT&T-2STATE - As used herein, AT&T-2STATE means AT&T CALIFORNIA and AT&T NEVADA, the
applicable AT&T-owned ILEC(s) doing business in California and Nevada,

ATE&T-135TATE - As used herein, AT&T-13STATE means AT&T SOUTHWEST REGION 5-STATE, ATAT
MIDWEST REGION 5-STATE, AT&T-2STATE and AT&T CONNECTICUT, the applicable AT&T-owned
ILEC(s) doing business in Arkansas, Califomia, Connecticut, lllingis, Indiana, Kansas, Michigan, Missour,

Nevada, Ohio, Oklahoma, Texas and Wisconsin,

AT&T CONNECTICUT - As used herein, ATAT CONNECTICUT means The Southern New England
Telephone Company dibla AT&T Conneclicut, the applicable AT&T-owned ILEC doing business in
Connecticut.

AT&T MIDWEST REGION 5-STATE - As used herein, AT&T MIDWEST REGION 5-STATE means |linois
Bell Telephane Company din/a AT&T lllingis, Indiana Bell Telephone Company Incorporaled dib/a AT&T
Indiana, Michigan Bell Telephone Company dibla AT&T Mic higan, The Chio Bell Telephone Company db/a
AT&T Onio, andlor Wisconsin Bell, Inc. d/bla AT&T Wisconsin, the applicable AT&T-owned ILEC(s) daing
business in Illinois, Indiana, Michigan, Chio and Wiscansin.

AT&T SOUTHWEST REGION 5-STATE - As used herein, AT&T SOUTHWEST REGION 5-STATE means
Southwestern Bell Telephone, LP. dibfa AT&T Arkansa 5, ATAT Kansas, ATAT Missouri, AT&T Oklahama
andior AT&T Texas, the applicable AT&T-owned ILEC(s) doing business in Arkansas, Kansas, Missouri,
Oklahoma and Texas,

AT&T-13STATE has eslablished performance measurements lo illustrate nan-discriminatory access.
These measurements are represented in Appendix Performance Measurements.

"LSC” means the Local Service Center (LSC) for AT&T-13STATE.
"LOC” means the Local Operalions Cenler (LOC) for AT&T-13STATE.

“Service Bureau Provider” - For purposes of this Agreemenl, Service Bureau Provider (SBP) is a
company which has been engaged by a CLEC to act on its behalf for purposes of accessing AT&T-
13STATE 0SS applicaton-to-application interfaces via a dedicated cannection overwhich multiple CLECs'
local service transactions are lransported.

*UNE’ is as described in Appendix Lawful UNE.
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LAWFUL UNBUNDLING REQUIREMENTS

2.1

This Appendix is for 0SS transactions related to UN Es (as provided in Appendix Lawful UNE), and Resald
service which ATET-13STATE provides under lhis Interconnection Agreement (ICA service(s)). Should
AT&T-13STATE no longer be obligaled to provide a UNE under lhe lerms of this Agreement, AT&T-
13STATE shall no longer be abligaled to offer access and use of OSS for thal ICA service.

GENERAL CONDITIONS

31

3.2

33

Resale and Unbundled Network Elements (UNE) funclions will be accessible via electranic inlerface(s), as
described herein, where such functions are available. The Parties agree Inat electronic order processing is
more efficient than manual order processing. During imp'ementalion the Paries wil negoliate a threshold
volume of orders after which electronic ordering is required. Once CLEC is submilting more than the
agreed 1o Ihreshold amount, bul nol fater than twelve (12} months from the Effective Date of Ihis
Agreement, CLEC will no longer submit orders manually (and AT&T-13STATE shall not be required lo
accepl and process manual orders) excepl when the electronic order processing is unavailable for a
substantial period of lime, or where a given order cannot be processed electronically.

Proper Use of OS5 Interfaces

3.21 For ATAT-13STATE, CLEC agrees lo ulilize AT&T-13STATE electronic inlerfaces, as described
herein, only for the purposes specifically provided herein. In addition, CLEC agrees that such use
will comply with ATET-13STATE's Data Conneclion Sec urity Requirements as identified in Seclion 9
of this Appendix, Failure lo comply with such security quidelines may resultin forfeiture of electronic
access lo OSS functonality. In addition, CLEC shall be responsible for and indemnifies AT&T-
13STATE againstany cost, expense or liability relating lo any unauthorized enlry or access inlo, or
use ormanipulation of AT&T-13STATE's 0SS from CLEC systems, workstations or lerminals or by
CLEC employees, agents, or any third party gaining access through information and/or facilities
oblained from or utilized by CLEC and shall pay AT&T-13STATE for any and all damages caused
by such unauthorized entry,

Within AT&T-13STATE regions, CLEC's access lo pre-order functions described in 4.2.2 will only be
utilized lo view Customer Proprietary Netwark Information (CPNI) of another carrier's End User where
CLEC has oblained an authorization from the End User for release of CPNI

3.3.1 In AT&T-13STATE regions, CLEC must mainlain records of individual custo mers' aulharizations for
change in local exchange service and release of CPNI which adhere o all requirements of stale and
federal law, as applicable,

3.3.2 This section applies to AT&T CALIFORNIA ONLY. For consumer End Users, prior lo accessing
such infarmation, CLEC shall, on its own behall and on behalf of AT&T CALIFORNIA, comply with
all applicable requirements of Section 2831 of the Califarnia Public Utilities Code and 47 USC 222
(and implementing FCC decisions thereunder), and, where accessing such information via an
electronic interface, CLEC shall have oblained an authorization to become the End User's local
service pravider. Accessing such information by CLEC shall constitute certificaton that CLEC is in
compliance with applicable requirements of Section 2891 and Section 222 (and implementing FCC
decisions thereunder) and has compliedwith the prior sentence, CLEC shall receive and retainsuch
information in conformance with the requirements of 47 USG 222 {and implementing FCC decisions
thereunder). CLEC agrees toindemnify, defend and hold harmiess AT&T CALIFORNIA againstany
claim made by a cansumer End User or governmental entity againsl ATET CALIFORNIA or CLEC
under Section 2891 or Seclion 222 (and im plementing FCC decisions thereunder) or forany breach
by CLEC of this section,

3.3.3 Throughout AT&T-13STATE region, CLEC is solely responsible for determining whether proper
aulhonzation has been oblained and holds AT&T-13STATE harmless from any loss on accounl of
CLEC's failure to oblain proper CPNI consent from an End User.,
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By ulifizing electronic interfaces to access 0SS functions, GLEC agrees lo perform accurate and correct
ordering including Resale services and UNEs. Rates and charges are subject lo the terms of this
Agreement and applicable ariffs are dependent on region of operation, CLEC is also respansible for all
aclions of its employees using any of AT&T-13STATE's 0SS systems. As such, CLEC agrees to accept
and pay all reasonable cosls or expenses, including labor costs, incurred by AT&T-13STATE caused by
any and allinaccurate ordening or usage of the 0SS, if such costs are nol already recavered through olher
charges assessed by AT&T-13STATE lo CLEC, In addition, CLEC agrees to indemnify and hold AT&T-
13STATE harmless against any claim made by an End User of CLEC or other third parties against AT&T-
13STATE caused by or related to CLEC's use of any ATAT-13STATE 0SS,

In Ihe event AT&T-13STATE has good cause to believe thal CLEC has used ATAT-13STATE 0SSina
way Ihat conflicts with this Agreement or Applicable Law, AT&T-gwned ILEC in whose terrilory CLEC is
doing business shall give CLEG wrilten notice describing the alleged misuse (*Notice of Misuse™), CLEC
shall immediately refrain from the alleged misuse unlil such ime thal CLEC responds in writing to the
Notice of Misuse, which shall be provided to AT&T-13STATE within twenty (20) calendar days after receipl
of the Notice of Misuse. In he event CLEC agrees with the allegation of misuse, CLEC shall refrain from
the alleged misuse during the term of this Agreement.

In the event CLEC does not agree Ihat the CLEC's use of ATAT-13STATE 0SS is inconsistent with this
Agreement or Applicable Law, then the parties agree to the following sleps:

3.6.1 If such misuse involves improper access of pre-order applications or involves a violation of the
security guidelines contained herein, or negatively affects anolher OSS user's ability to use 0SS,
CLEC shall continue to refrain from using the particular 0SS functionality in the manner alleged by
ATA&T-13STATE Io be impraper, until CLEC has implemented a mulually agreeable remedy to the
alleged misuse,

3.6.2 Toremedy the misuse for the balance of the agreemant, Ihe Parties will work logether as necessary
to mutually determine a permanent resolution for the balance of the term of the agreement,

Inorder lo delermine whether CLEC has engaged in the alleged misuse described in lhe Notice of Misuse,
and for good cause shown, AT&T-13STATE shall have the right lo conduct an audit of CLEC's use of the
AT&T-13STATE 0SS, Such audit shall be limited to auditng those aspects of CLEC's use of the AT&T-
13STATE OSS thatrelate to the allegation of misuse as set forth in the Notice of Misuse. ATET-13STATE
shall give ten (10) calendar days advance wrilten notice of its intent lo audit CLEC ("Audit Notice") under
this Seclion 3.7, and shall identfy the type of information needed for the audit. Such Audit Notice may not
precede the Notice of Misuse. Within a reasonable tme fo'lowing the Audit Notice, but no less than fourleen
(14) calendar days afler the dale of the notice (unless otherwise agreed by Ihe Parties), CLEC shall provide
AT&T-13STATE wilh access lo the requested infarmation in any reasaonably recuesled format, al an
approprale CLEC location, unless otherwise agreed to by Ihe Parties. The audit shall be al AT&T-
13STATE's expense. All information obtained through such an audit shall be deemed proprigtary and/or
confidential and subject lo confdential trealment without necessily for marking such information
confidential. AT&T-13STATE agrees thal it shall only use employees or outside parties to conduct the
audit who do not have marketing, strategic analysis, compelitive assessment or similar respansibilities
within AT&T-13STATE.

When Resale service and UNE order functions are not available via an electronic interface for the pre-
order, ordering and provisioning processes, AT&T-135TATE and CLEC will use manual processes.
Should AT&T-13STATE develop electronic interfaces for Ihese funclions for itself, AT&T-13STATE will
make electronic access available lo CLEC within the specific oparaling region,

The Information Services (1.S.) Call Cenler for Ihe AT&T-13STATE region pravides for technical support
function of eleclronic 0SS inlerfaces. CLEC will also provide a single point of conlact for technical issues
related lo the CLEC's electronic interfaces.
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The Parties will follow the final adopled quidelines of *AT&T 13-State Competilive Local Exchange Carrier
\CLEC) OSS Interface Change Managemenl Process”, developed in collaboration with CLECs. This plan
may be modified from lime to ime in accordance with the Change Management principles.

AT&T-13STATE will and CLEC may participale in the Ordering and Billing Forum (OBF) to establish and
conform to uniform industry guidelines for electronic interfaces for pre-order, ordering, and provisioning,
Neither Parly waives ils rights as participants in such forums or in the implementalion of the guidelines. To
achieve system functonality as quickly as possible, the Parties acknowledge that AT&T-135TATE may
deploy inlerfaces with requirements developed in advance of industry guidelines. Thus, subsequent
modifications may be necessary to comply with emerging guidelines. CLEC and AT&T-13STATE are
individually respansible for evalualing the risk of developing their respective systems in advance of
guidelines and agree to suppert lheir own system modifications to comply with new reguirements. In
addition, AT&T-13STATE has the right to define Local Service Request (LSR) Usage requiremenls
according to the General Section 1.0, paragraph 1.4 of the practices in lhe OBF Local Service Ordering
Guidelines (LSOG), which stales: “Options described in this praclice may not be applicable to individual
providers tariffs; therefore, use of either the field or valid entries within the field is based on the providers
lariffs/praclices.”

Due lo enhancements and on-going development of access to ATAT-13STATE 0SS functions, certain
interfaces described in this Appendix may be madified, temporarily unavailable or may be phased out after
execulion of this Appendix. AT&T-13STATE shall provide proper nolice of interface phase-outas required
by the Change Management Process,

CLEC is responsibie for obtaining operating syslem software and hardware lo access AT&T-135TATE
0SS functions. Al hardware and saftware requirements are specified in: “Competitive Local Exchange
Carrier (CLEC) Operations Support System Interconnection Pracedures”, or any olher documents or
interface requiremenls subsequently generated by AT&T-13STATE for any of its regions.

PRE-ORDERING

4.1

4.2

AT&T-13STATE will provide real time access to pre-order functions lo support CLEC ordering of Resale
services and UNEs. The Parties acknowledge that ordenng requirements necessilate the use of current,
real lime pre-order informalion lo accurately build service orders. The following lists represent pre-order
functions thal are available to CLEC so that CLEC order requests may be created lo comply with AT&T-
13STATE region-specific ordering requirements.

Pre-Ordering Functions for Resale Services and UNEs Include
4.2.1 Fealure/Service Availability
4.2.1.1 Feature Inquiry provides feature and service avalability by WTN, NPANXX, and CLLI Code
(as applicable),
4.2.1.2 PICILPIC Inquiry provides Primary Interexchange Carrier (PIC) options for intraLATA lall
and inlerLATA tall,
4.2.2 Customer Senvice Information - CSI Inquiry

Access lo AT&T-13STATE relail or resold CPNI and account information for pre-ordering will
include: billing name, service address, billing address, service and feature subscription, directory
listing information, and long distance carrier identity, CLEC agrees lhat CLEC's representatives wil
nol access the information specified in this subsection unlil after the CLEC has oblained
authorization from the End User for release of CPNI which complies with conditions as described in
section 3.3 of lhis Appendix,

4.23 Telephone Number Inquiry

AT&T-13STATE provides a Telephone Number Reservation Inquiry, a Cancel Reservation function,
and also provides a Telephone Number Confirmation Inquiry function.
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4.2.4 Scheduling Inquirg/Availability
4.2.4.1 Due Dale Inquiry provides next available dates for the End User (where available).
4.2.4.2 Dispalch Inquiry provides informalion to indicale whether dispalch is required.
4.2.5 Address Validation Inquiry
AT&T-135TATE provides address validation funclion.
The Following are Pre-Order Functions Specific fo UNEs
4.3.1 Loop Pre-Qualification Inquiry
AT&T-13STATE provides a loop pre-qualification inquiry funclion,
4.3.2 Loop Qualification Inquiry
AT&T-13STATE provides a loop qualification inquiry functon.
4.3.3 Common Language Location Indicator (CLLI) Inquiry
AT&T-13STATE provides CLLI code inquiry function.
4.34 Connecling Facility Assignment (CFA) Inquiry
AT&T-13STATE provides a CFA inquiry funclion.
4.3.5 Network Channel/Network Channel Interdace (NG/NC) [nouiny
AT&T-13STATE provides a NCINCI inquiry function.
Electronic Access to Pre-Order Functions
441 Resale and UNE Pre-Order Interface Availability

4.4.1.1 Enhanced Verigate is the 13-state uniform pre-order GUI interface available in AT&T-
13STATE to provide the pre-ordering functions listed in sections 4.2 and 4.3. Enhanced
Verigate is accessible via a web-based Toolbar,

4.4.1.2 An industry standard EDI/CORBA Pre-ordering Galeway is provided by ATAT-13STATE.
This pre-ordering gateway supports two struclural protocols, EDI and CORBA, as
recommended by the technical induslry commiltees. EDICORBA, is the 13-state uniform
pre-order application-lo-application interface that can be integraled with the CLEC's own
negoliation system and that supports both Resale services and UNEs.

Other Pre-Order Function Availability

4.5.1 Where pre-ordering funclions are not available eleclronically, CLEC will manually request this
information from the LSC, dependent on operating region, for inclusion on the service order request,

4.5.2 Dala Validation Files are available for lhe purpose of providing requesting CLECs with an allernate
method of acquirng pre-ordering information thal is considered relatively static. Upon request,
AT&T-13STATE will provide CLECs with any of the following Data Validation Files via Connect:
Direct, CD-ROM, or downloadable via the pre-order GUI - Enhanced Verigale. Due to ils size, lhe
Street Address Guide (SAG) will be available only via Connect:Direct, and CD-ROM.

Data Validation Files:

SAG (Streel Address Guide)
Fealure/Service Availability by Switch
Directory Names

Class of Service Codes

USOC (Universal Service Order Codes)
Community Names

Yellow Page Headings

PICILPIC (InterLATA/IntraLATA)
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9. ORDERING/PROVISIONING

3.1

5.2

53

ATET-13STATE provides access to orden ng functions (as measured from the time AT&T-13STATE
receives accurale service requests from the interface) lo support CLEC provisioning of Resale services and
UNES via one or more electonic interfaces. To order Resale services and UNEs, CLEC will format the
service request to idenlify what features, services, or elements it wishes AT&T-13STATE lo provision in
accordance wilh applicable AT&T-13STATE ordering requirements. AT&T-13STATE will provide CLEC
access lo one or more of the following systems or interfaces.

Service Order Request System Availability

9.2.1 AT&T-13STATE makes available to CLEC an Electronic Dala Interchange (EDI) applicalion-lo-
application interface for transmission of Local Service Requests (LSR) as defined by the OBF,
consistent with AT&T-13STATE Local Service Ordering Requirements (LSCR), and via EDI
mapping as defined by TCIF. In ordering and provisioning of Resale services or UNEs, CLEC and
AT&T-13STATE will utiize industry guidelines developed by OBF and TCIF EDI to transmit data
based upon AT&T-13STATE Resale service and UNE ordenng requirements, dependent on
operaling region. In addition, Local Number Portability (LNP) will be ordared consistent wilh tha OBF
LSR and EDI process.

9.2.2 For ATET-13STATE, web-based LEX is the 13-state uniform ardering GUI interface that provides
access to the uniform ordering functions for Resale services and UNEs. Web-based LEX is
accessible via a web-based Toolbar.

5.2.3 Inordering and provisioning Unbundied Dedicated Transportand local interconnection trunks, CLEC
and ATAT-13STATE will ulilize induslry ASR guidelines developed by OBF based upon AT&T-
13STATE ordering requirements.

Provisioning for Resale Services and UNEs in ATAT-13STATE

AT&T-13STATE will provision Resale services and UNEs as detailed in CLEC order requests, Access to
status on such orders will be provided via the following electronic interfaces:

5.3.1 For AT&T-13STATE, Order Status and Provisioning Order Status functionality is provided through
the Enhanced Verigate interface which will allow CLEC to check service order slatus.

5.3.2 ForEDlordering, AT&T-13STATE will provide, and CLEC shall use, an EDlinterface for transferring
and receiving orders, Firm Order Confirmalion (FOG), service complelion, and, as available, other
provisioning data and informatian.

6.  MAINTENANCE/REPAIR

6.1

Two electronic interfaces are accessible in each region to place, and check the status of, lrouble reports for
bolh Resale services and UNEs. Upon request, CLEC may access these funclions via the following
melhods:

6.1.1 In AT&T-13STATE, Electronic Bonding Trouble Administralion - Graphical User Interface (EBTA-
GUI) is the 13-state uniform GUI interface that allows CLEC lo perform Mechanized Loop Tesling
(MLT), issue trouble tickets, view slatus, and view trouble history on-line.

6.1.2 In AT&T-13STATE, Electronic Bonding Trouble Administration (EBTA) is the 13-state uniform
application-to-application interface thal is available for trouble report submission and status updates.
EBTA conforms to ANS| guidelines T1:227:1995, T1.228:1995 and T1.262:1998, Electronic
Communicalions Implementation Committee (ECIC) Trouble Report Formal Definition (TFRD)
Number 1 as defined in ECIC document ECIC/TRA/95-003, and all guidelines referenced within
those documents, as mulually agreed upon by CLEC and AT&T-135TATE. Functions currentiy
implemented include Enfer Trouble, Request Trouble Report Stalus, Add Trouble Informatian,
Modify Trouble Report Attribules, Trouble Report Attribute Value Change Nolification, and Cancel
Trouble Reporl, as explained in 6 and & of ANSI T1.228:1995. GLEC and ATET-13STATE will
exchange requests over a mutually agreeable X.25-based network.

o]
|
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7.  BILLING

7.1

7.2

7.3

AT&T-13STATE will bill CLEC for Resold services and UNEs. AT&T-13STATE will send associaled billing
information to CLEC as necessary to allow CLEC lo perform biling functions. Al minimum AT&T-13STATE
will pravide CLEC billing infarmationin a paper formal, or via magnetic lape, as agreed to between GLEC
and AT&T-13STATE. Other altemale bill media, such as CD-ROM and DVD, will be made available to
CLEC consistent with the individual stale tariff provisions,

Electronic access to billing information for Resale services will also be available via the following interfaces:
7.2.1 In AT&T-13STATE, CLEC may receive a mechanized bill format via the EDI 811 transaction set.

1.22 ForResale Services in AT&T SOUTHWEST REGION 5-STATE, CLEC may receive Bill Plus™ an
electronic version of ils bil, as desenbed in, and in accorda nce wilh, ATAT SOUTHWEST REGION
5-STATE's Local Exchange Tariff,

7.23 ForResale Servicesin ATAT SOUTHWEST REGION >STATE, CLEC may view billing information
through the Bill Information interface. Bill Infermalion will be accessible via ATET SOUTHWEST
REGION 5-STATE Classic Tooloar.

724 In AT&T-13STATE, CLEC may receive eleclronically a Dally Usage Extract, Ona daily basis, lhis
feed provides information on the usage billed to its accounls for Resale sarvices in the indusiry
slandardized EM| formal,

7.25 ATA&T-13STATE will provide Loss Notifications. This nolif cation alerts CLEC thal a change
requested by another lelecommunications provider has been completed and, as a resull, the Local
Service Provider associated with a given lelephone number has been changed. Itwill be provided
via the uniform ordering applicalion-lo-application interface using the ED| 836 transaction, and will
also be available via the uniform ordering GUI interface, LEX,

Electronic access lo billing information for UNEs will also be available via the following interfaces:

7.3.1 In AT&T SOUTHWEST REGION 5-STATE, CLEC may view billing information lhrough the Bill
Information interface. Bill Information will be accessible via AT&T SOUTHWEST REGION 5-3TATE
Classic Toolbar,

7.3.2 In AT&T-13STATE, CLEC may receive a Daily Usage Extract electronically, on a daily basis, with
information on the usage billed to its accounts for UNEs in the industry slandareized Exchange
Message Interface (EMI) formal.

7.3.3 InAT&T-13STATE, CLEC may receive a uniform loss notfication via EDI 836 transaction or viathe
uniform GUI interface, LEX. For UNEs this loss notification indicales when CLEC's End Users,
ulilizing AT&T-13STATE ports, change lheir Compelitive Local Exchange Carrier.

8.  REMOTE ACCESS FACILITY

B.1

8.2

CLEC must access 0SS interfaces via a CLEC Remole Access Facility. For lne AT&T SOUTHWEST
REGION 5-STATE region, the LRAF located in Dallas, TX will be used. The PRAF in Faidiald , CAhandles
the AT&T-2STATE region, The ARAF, located in Northbrook, IL, serves AT&T MIDWEST REGION 5-
STATE and the SRAF in New Haven, CT, handles the AT&T CONNECTICUT region. Each of these four
xRAFs will provide CLECs dedicated access to the unifarm applicaton-to-application and Graphical User
Interfaces. Connection lothese remote access facilities will be eslablished via a "port” either through dial-
up or direct connection as described in Section 8.2, CLEC may ulilize a port to access AT&T-13STATE
08S interfaces lo perform the supported functians in any AT&T-13STATE where CLEC has execuled an
Appendix OSS, 0SS applications that are accessible through the Internet will also go through a secured
Remole Access Facility.

For AT&T-13STATE, CLEC may use three types of access: Swilched, Private Line, and Frame Relay. For
Private Line and Frame Relay “Direct Connections,” the connectng CLEC is responsible for providing
CLEC router, and all network equipment (including Channel Service Units/Data Service Unils(CSU/D3UY)
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and circuit connection(s) up to the ATAT ILEC company paintof demarcalion. The demarcation paint shall
be the interface al the LRAF, PRAF, ARAF, or SRAF accarding to AT&T-13STATE “Compelitive Local
Exchange Carrier (CLEC) Operations Support System Interconnection Procedures”. Switched Access
“Dial-up Connections” require CLEC to provide its own modems and con nection to the AT&T SOUTHWEST
REGION 5-STATE LRAF, AT&T-2STATE PRAF, AT&T MIDWEST REGION 5-STATE ARAF, and AT&T
CONNECTICUT SRAF. CLEC shall pay the cost of the call if Switched Access is used. Connections via
the Public Internel require CLEC to connect to an ISP of their choice and use one of the HTTPS URLs
associaled with access to AT&T-135TATE 0SS via the public intemet.

For AT&T-13STATE, CLEC shall use TCP/IP to access AT&T-13STATE 0SS via lhe LRAF, ARAF, SRAF,
and he PRAF. In addition, each CLEC shall have one valid Internet Prolocol (IP) network address per
region. GLEC shall maintain a user ID / password unique to each individual for accessing an AT&T-
13STATE OSS on CLEC's behalf, CLEC shall provide estimates regarding ils volume of transactions,
number of concurrent users, desired number of privale line or dial-up (swilched) connections, and e ngth of
a typical session,

For AT&T-13STATE, CLEC shall altend and participate in implementalion meetings to discuss CLEC
LRAF/PRAF/ARAFISRAF access plans in detail and schedule testing of such conneclions,

DATA CONNECTION SECURITY REQUIREMENTS

81

8.2

CLEC agrees that inferconnection of CLEC data facilities with AT&T-13STATE cata facilities for access to
038 willbe in compliance with AT&T-13STATE's “Com pelitive Local Exchange Carrier (CLEC) Operations
Support System Interconnection Procedures” document current al the time of initial connection to a RAF.
The following additional terms in this Section 9 govern direct and dial up connections between CLEC and
the PRAF, LRAF, ARAF and SRAF for access to 0SS interfaces. -

Joint Security Requirements

9.2.1 Both Parties wil maintain accurale and auditable records that monitor user authentication and
machine integrity and confidentiality (e.g., password assignment and aging, chronological logs
configured, system accounting dala, elc.).

9.2.2 Both Parties shall maintain accurate and complele records detailing the individual data connections
and systems to which they have granted the other Parly access or interface privileges. These
records will include, but are nat limited to, user ID assignment, user request records, system
configuration, time limils of user access or system interfaces. These records should be kepl until the
termination of this Agreement or the lermination of the requested access by the identfied individual,
Either Party may initiale a compliance review of the connection records to verify that anly the agreed
to conneclions are in place and thal the connection recards are accurate.

9.2.3 CLEC shallimmediately notify the ISCC when a employee user D is no longer valid (e.g. employee
termination or movement to anather department).

9.2.4 Bolh Parties shall use an induslry standard virus delecton software program at all limes. The
Parties shall immediately advise each ather by telephone upon actual knowledge thal a virus or
olher malicious code has been transmilled to the other Party.

9.2.5 Al physical access to equipment and services required to Iransmit data will be in secured locations.
Verification of autharization will be required for access to all such secured locations, A secured
location is where walls and doors are constructed and arra nged lo serve as barriers and to provide
uniform protection for all equipment used in the data connections which are made as a result of the
users access to either the CLEC or AT&T-13STATE network, Ata mirimum, this shall include:
access doors equipped wilh card reader control or an equivalent authentication procedure andlor
cevice, and egress doors which generale a real-time alarm when apened and which are equipped
with lamper resistant and panic hardware as required to meel building and safety standards.

9.26 Both Parties shall maintain accurate and complete records on the card access system or lock and
key administation to the rooms housing the equipment utilized to make the connection(s) lo the
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olher Party's network. These records will include management of card or key issue, activation or
distribution and deactivation.

Additional Responsibilities of Both Parties

9.3.1 ModenvDSU Maintenance And Use Palicy: To the extent the access provided hereunder involves
the support and maintenance of CLEC equipment on AT&T-13STATE's premises, such
maintenance will be provided under the terms of the “Competitive Local Exchange Carrier (CLEC)
Operations Support Syslem Intercannection Procedures” document cited above,

8.3.2 Moniloring: Each Party will monitor its own network refating to any user's access to the Party's
networks, processing systems, and applicalions. This informatian may be collecled, retained, and
analyzed to idenlify potantial security risks without notice. This information may include, but is not
limited lo, Irace files, stalistics, network addresses, and the actual dala or screens accessed or
Iransferred.

9.3.3 Each Parly shall notify the alher Party’s secunity organization immediately upon initial discovery of
aclual or suspected unauthorized access to, misuse of, or olher “at risk” conditions regarding Lhe
identified data facilities or informalion. Each Party shall provide a specified pointof contact. Ifeither
Party suspects unauthorized or inappropriate access, the Parties shall work logelher to isolate and
resdive Lhe prablem,

9.3.4 Inthe eventthal one Party identifies inconsislencies or lapses in the olher Party's adherence to the
securily provisions described herein, or a discrepancy is found, documented, and delivered to the
nan-complying Party, a corrective aclion plan to address the identified vulnerabilites musl be
provided by the non-complying Party within thirty (30) calendar days of the dale of the identified
Inconsistency.  The corrective action plan must identify whal wil be done, the Party
accountablefresponsible, and the proposed compliance dale. The nan-complying Party must
provide periodic status reparts (minimally monthly) to the other Party's security organization on the
implementation of the correclive action plan in order to track the work to completion,

9.3.5 Inlhe event there are technological constraints or situations where either Party's corparate security
reguirements cannol be met, the Parties will institule mulually agreed upon allernalive security
conlrols and safeguards to mitigate risks.

9.3.6 Allnetwork-related problems will be man aged lo resolution by the respective organizalions, CLEC or
ATBT-13STATE, as apprapriate to the ownership of a falled component. As necessary, CLEC and
AT&T-13STATE will work together lo resolve problems where the responsibility of either Party is not
easily identified.

Information Security Policies And Guidelines For Access To Co mputers, Networks and Information
By Non-Employee Personnel

9.4.1 Information security policies and guidelines are designed to protect the integrity, confidentiality and
availability of compuler, networks and information resources. Section 9.5 - 9.11 summarizes the
general policies and principles for individuals who are not employees of the Party Ihat provides the
computer, netwerk or information, but have autharized access to Ihat Party's systems, networks or
infarmalion. Questions should be referred lo CLEC or AT&T-13STATE, respectively, as the
providers of the computer, network or information in question.

8.4.2 |tis each Party's responsibility to notify its employees, conlractors and vendors who will have access
to the other Party's network, on the proper securily respansiblities identified within this Altachmenl,
Adherence to these policies is a requiremenl for continued access to the other Parly's syslems,
nelworks or information. Exceplions to the policies must be requested in wriling and approved by
the other Parly's information security organization.

General Policies
9.5.1 Each Party's resources are for approved business purposes only.
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9.5.2 Each Party may exercise at any time its right lo inspect, record, andlor remove all infarmation
contained in ils syslems, and lake appropriate action should unauthorized or improper usage be
discovered,

9.3.3 individuals will only be given accass lo resources that they are authorized to receive and which they
reed lo perform their job duties, Users must not altempl to access resources for which th ey are not
aulhorized,

9.5.4 Authorized users must not develop, copy or use any program or cade which circumvents or
bypasses syslem securily or privilege mechanism or distarts accountability or audit mechanisms.

9.5.5 Actual or suspected unaulhorized access events musl be reported immediately to each Party's
security organizalion or lo an altemate conlact identified by thal Party. Each Party shall provide its
respective secunty contact information o the other.

User Identification

9.6.1 Access toeach Party's corporale resources will be based on identifying and authenticating individual
users in arder to maintain clear and personal accountability for each user's actions.

9.6.2 User identification shall be accomplished by Ihe assignment of a unique, permanent user ID, and
each user D shall have an associaled identfication number far security purposes.

9.6.3 User IDs will be revalidated on a monthly basis.
User Authentication

9.7.1 Users will usually be authenticated by use of a password. Strong authentication methods (e.q. one-
time passwords, digilal signatures, elc.) may be required in the fulure.

9.7.2 Passwords musl not be stored in script files.
9.7.3 Passwords musl be entered by the user,

9.7.4 Passwords mustbe at least 6-8 characlersin length, nol blank or a repeal of the user ID: contain at
least one letter, and at least one number or special characler must be in a position other than the
first or last one. This format will ensure thal the password is hard to guess. Most systems are
capable of being configured to automatically enforce these requiremenls. Where a system does nat
mechanically require this format, the users must manually follow Lhe format,

9.7.5 Systems will require users to change their passwords regularly (usually every 31 days).

9.7.6 Syslems are to be configured to prevent users from reusing the same password for 6
changes/months.

9.7.7 Personal passwards musl nol be shared. A userwho has shared his password is responsible for any
use made of Ihe passward.

Access and Session Conirol

9.8.1 Deslination restrictons wil be enforced al remote access facililies used for access lo 0SS
Interfaces. These conneclions musl be approved by each Party's corparate security organization.

9.8.2 Terminals or other input devices must not be lefl unattended while Ihey may be used for system
access. Upon completion of each work session, lerminals or workslations must be prapery logged
off.

User Authorization

8.91 On lhe destnation system, users are granted access to specific resources (e.g. daltabases, files,
Iransactions, etc.). These permissions will usually be defined for an individual user {oruser group)
wnen a user |D is approved for access to the system,
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9.10 Software and Data Integrity

9.10.1 Each Party shall use a comparable degree of care lo protect the other Party's software and data
from unaulhorized access, addilions, changes and delelions as it uses fo prolect its own similar
software and data. This may be accomplished by physical security at the work location and by
access conltrol software on the workslaion,

9.10.2 Untrusled software or dala shall be scanned for viruses before use on a Party's corporale faclities
that can be accessed through Ine direct conneclion or dial up access to 0SS interfaces,

9.10.3 Unauthorized use of copyrighted software is prohibited on each Party's corporale syslems that can
be access through the direct connection or dial up access to 0SS Interfaces.

9.10.4 Proprietary software or information (whether electronic or paper) of a Party shall not be given by the
ather Party lo unauthorized individuals, When it is no lon ger needed, each Parly's proprietary
soltware or information shall be returned by the other Party or disposed of securely. Paper copies
shall be shredded. Electronic copies shall be overwritten or degaussed,

9.11  Monitoring and Audit

9.11.1To deter unauthorized access events, a warning or no trespassing message will be displayed al the
paint of initial entry (i.e., network entry or applications with direct entry points). Each Parly should
have several approved versions of this message. Users should expect lo see a warning message
similar lo this one:

"This is a (AT&T-13STATE or CLEC) system restricted fo Company official business and subject fo
being monilored at any time. Anyone using this system expressly consents to such monitoring and
to any evidence of unauthorized access, use, or modification being used for ciminal prosecution,”

9.11.2 After successful authentication, each session will display the [astlogon dale/time and the number of
unsuccessful logon atlempls. The user is responsible for reporling discrepancies.

OPERATIONAL READINESS TEST {ORT) FOR ORDERING/PROVISIONING AND REPAIR/
MAINTENANCE INTERFACES

10,1 Prior to live access lo interface functionality, the Parties must conduct Operational Readiness Testing
(GRT), which will allow for the testing of the syslems, interfaces, and processesfor the 0SS lunetions. ORT
will be completed in conformance wilh agreed ugon processes and implementation dates,

0SS TRAINING COURSES

111 Prior lo initial live 0SS interface usage, a CLEC that intends to ulilize ATAT-13STATE interfaces must
complete user educalion classes for AT&T-138TATE-provided inlerfaces that affect the AT&T-13STATE
network. A separale agreement will be required as a commitment toenroll in training classes and to pay for
a specific number of CLEC studenls in each class. CLEC can oblain a capy of the proposed contract and
price list for these OSS classes from their CLEC account manager. Course descriptons and class
schedules, by region, are published on the CLEC website andlor will be available Ihrough their CLEC
account manager, CLEC training schedules are subject lo change, with class lenglhs varying. Classes are
train-the-trainer format lo enable CLEC to devise its own caurse work for ils awn employees,

0SS CHARGES FOR SYSTEM ACCESS AND CONNECTIVITY

12.1 To the exlent AT&T-13STATE seeks lo recover cosls associaled with 0SS System Access and
Connectivity, AT&T-13STATE shall not be foreclosed from seeking recovery of such costs via negoliation,
arbilration, or generic proceeding during the term of this agreement.

MISCELLANEQUS CHARGES

13.1 For AT&T SOUTHWEST REGION 5-STATE regiononly, CLEG requesting the Bill Plus™, as described in
7.2.2, agrees to pay applicable lariffed rale, less Resale discount,

136 -
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13.2 For ATE&T-12STATE, CLEC requesting the billing function for the Daily Usage Extract which conlains lhe
usage billable records, as described in 7.2.4 and 7.3.2. agrees lo pay eslablished rales pursuant lo
Appendix Pricing,

133 For ATAT-13STATE, should CLEC request cuslom developmenlt of an exclusive interface o suppart 058
functions, such development will be considered by AT&T-13STATE on an Individual Case Basis (IC B) and
priced as such,

SERVICE BUREAU PROVIDER ARRANGEMENTS FOR SHARED ACCESS TO 0SS

14.1 AT&T-13STATE shall allow CLEC to access its 0SS via a Service Bureau Provider under the following
terms and conditions:

14.2  Notwithstanding any language in this Agreement regarding access to 0SS to the contrary, CLEC shall be
permitled to access ATAT-13STATE 0SS via a Service Bureay Provider as follows:

14.2.1 CLEC shall be permilted to access AT&T-13STATE a pplication-to-application OSS interfaces, viaa
Service Bureau Provider where CLEC has entered into an agency relabionship wilh such Service
Bureau Provider, and the Service Bureau Provider has executed an Agreemenl with AT&T-
13STATE to allow Service Bureau Provider to establish access to and use of ATET-13STATE's
0ss.

14.22CLEC's use of a Senvice Bureau Provider shall not relieve GLEG of the abligation lo abide by all
terms and conditions of this Agreement. CLEC must ensure that its agent properly performs all 0S8
obligations of CLEC under this Agreemenl, which CLEC delegates to Service Bureau Provider.

14.2.3 It shall be the obligation of CLEC to provide notice in accordance with the notice provisions of the
Terms and Condilions of this Agreemenl whenever il established an agency relationship with a
Service Bureau Provider or terminales such a relationship. AT&T-13STATE shall have a
reasonable transilion lime to establish a connection to a Service Bureau Provider once CLEGC
provides nolice, Additionally, AT&T-13STATE shall have a reasonable Iransition period lo lerminale
any such cannection afler notice from CLEC that it has terminaled its agancy relationship wilh a
Service Bureau Provider.

4.3 AT&T-13STATE shall not be obligated to pay liguidated damages or assessments for noncompliance with
a performance measurement to the exlent that such nencompliance was the result of actions or events
beyand AT&T-13STATE's conlrol associated with third-party systems or equipment including systems,
equipment and services provided by a Service Bureau Provider (actng as CLEC's agenl for connection lo
ATET-13STATE's 0SS) which could not be avoided by AT&T-13STATE through the exercise of
reasonable diligence or delays or other problems resulling from actions of a Service Bureau Provider,
including Service Bureau provided processes, services, systems or conneclivily.
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